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FOREWORD 


t is my pleasure to be serving as the Manager of the National Communications System (NCS) as we 
celebrate our 35th anniversary. For the past three and one-half decades, the NCS has been engaged in 
successful partnerships with industry and Government entities to ensure that survivable, interoperable, 
and effective telecommunications are available to fulfill the Nation’s national security and emergency 
preparedness (NS/EP) requirements under all conditions. 

Since our inception, the NCS has witnessed dramatic changes in technology, the 

telecommunications industry, the Federal Government, and the geopolitical environment that have 
caused the Nation to reevaluate its NS/EP objectives and priorities. Through our unique and diverse 
structure, we promoted a robust telecommunications infrastructure comprising commercial, Government, and 
private assets and services to meet the needs of the NS/EP community. Continued interagency cooperation 
among the 23 NCS-member organizations as well as the industry(Government partnerships exhibited in the 
President’s National Security Telecommunications Advisory Committee (NSTAC) and the National 
Coordinating Center for Telecommunications (NCC) have been essential to the achievements and success of 
the NCS over the past 35 years. 

Today, the Nation's critical infrastructures are largely interconnected by the communications links 
provided by public networks (PN). Because the disruption of these crucial infrastructures could have a severe 
impact on national and economic security, we are concerned about attacks on telecommunications and 
information systems in particular. In fiscal year 1998, the NCS and the NSTAC worked closely with the 
President's Commission on Critical Infrastructure Protection (PCCIP), the PCCIP Transition Team, and the 
Critical Infrastructure Assurance Office to provide insight on protecting the Nation’s critical infrastructures. 
On May 22 the President outlined the Nation’s new critical infrastructure protection framework in 
Presidential Decision Directive 63. 

The industry/Government partnership embodied by the NSTAC 
helps ensure that critical NS/EP telecommunications requirements are met. 
NSTAC and the NCC have worked together to establish an indications, 
assessment, and warning pilot project based on voluntary reporting of 
intrusion incidents by industry and Government. This initiative allows the 
NCC to serve as the focal point for the timely exchange of PN electronic 
intrusion information between the telecommunications industry and the 
Federal Government. 

Over the past 25 years, the NCS has achieved significant 
accomplishments in developing and implementing plans, procedures, and 
programs aimed toward enhancing the NS/EP telecommunications posture of 
the United States. | commend the active support of the 23 member 


organizations, the NSTAC, and the entire NCS community as we strive 2A 52... 
to meet the NS/EP challenges of the Nation. As the NCS prepares oa 


to enter the next century, we stand ready to develop strategic DAVID J. KELLEY 
recommendations and solutions that will significantly improve the Lieutenant General, USA 
security of the Nation’s telecommunications networks. Manager 
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INTRODUCTION 


he FY 1998 National Communications 
System, developed by the Office 
ot the Manager, National 
Communications System 
(OMNCS) in coordination with 
System's (NCS) Committee 
of Principals (COP), highlights significant 
telecommunications events, activities, and 


accomplishments during fiscal year (FY)1998. 
This report also reviews the national security 


35 YEARS OF SERVICE 

For 35 years, the NCS has promoted and achieved 
partnership to ensure the Fed ral Government has 
the telecommunications necessary to Nect its 
NS/EP responsibilities under all circumstances. 
Formed in the wake of communications shortfalls 
encountered during the 1962 Cuban Missile Crisis, 
the NCS developed and matured with the 
changing times. 

On August 21, 1963, President Kennedy 
signed a Presidential Memorandum establishing the 
NCS and defining its mission. According to this 
memorandum, the objective of the NCS is to 


“provide the necessary communications for the 
Federal Government under all conditions ranging 
from a normal situation to national emergencies and 
international crises, including nuclear attack.” As 
originally constituted, the NCS, composed of six 
as a planning forum to address emergency 
COMMUNICATIONS Issues. 

Ower the years, the roie of telecommunications 
in supporting the Nation's NS/EP functions 
expanded, and enhanced emergency 
By the late 1970s, Government policy formally 
recognized that the Nation's telecommunications 
infrastructure was an essential component of 
deterrence and critica! to recovery in the face of 
a nuclear attack. The expanded role of 
telecommunications was also evident in the 
exponential growth of telecommunications 
technologies and services and the increasing role of 
telecommunications in responding to manmade and 
natural disasters. 

In the early 1980s, the impending divestiture of 
AT&T and the proliferation of service providers in 
the industry complicated the means for satisfying 
NS/EP telecommunications requirements. In 
anticipation of the loss of a single point of contact 
within the industry for NS/EP telecommunications 
Reagan established the National Security 
Telecommunications Advisory Committee 
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(NSTAC) by Executive order in 1982. Composed 
of chief executives from major telecommunications 
and information technology related companies, the 
NSTAC  \would provide the President with a unique 
source of national security telecommunications 
policy expertise unobtainable solely within the 
Federal Government. 

Responding to this new environment, the 
NCS was revitalized and expanded. On April 3, 
1984, President Reagan signed Executive Onder 
(E.O.) 12472, Assignment of Nanonal Secunity and 
Emergency Preparedness Telecommumucanons 
Funcaons. This Executive order formally 
reestablished the NCS structure and mission. 
Today, as a result of E.O. 12472, the NCS structure 
includes the Secretary ot Defense as the Executive 
Agent; the Director of the Defense Information 
Systems Agency as the Manager; and the OOP. 
which represents the 23 Federal member 
organizations. The NCS's hasic mission is to assist 
the Executive Office of the President in the 
exercise of wartime and nonwartime emergency 
telecommunications responsibilities, and to 
coordinate the planning and provisioning of NSVEP 
communications tor the Federal Government under 
all circumstances. 

An important dimension of the rechartered 
NCS was its mandate to serve as a focal point for 
joint industry/Government NS/EP 
telecommunications planning. While the NCS 
COP served as the mechanism for Federal 
interagency coordination, the NSTAC and its 
working group structure became the means tor the 
NCS to work with industry to address the widening 
range of NSVEP telecommumnuications issues. 

Within this framework, the NCS established 
the National Coordinating Center for 
Telecommunications, an industry/Government 
organization that serves as a coordination center 
for the initiation and restoration of NSVEP 
telecommunications services and facilines under all 
situations. Regular collaboranon between industry 
and Government also enabled the development of 
other constructs crucial to the enhancement of the 
Nation's telecommunications infrastructure. For 
example, the NSTAC/Government Network 
Security Information Exchange process provides an 


unprecedented means for shanng information and 
views on threats and vulnerabilines affecting the 
public network's software elements. 

The parmership embodied by these 
arrangements is a key factor in the success ot the 
NCS. Through the collective resources of its 
members and in cooperanon with industry, the 
NCS has met the full range of NSYEP 
telecommunications challenges, from supporting 
military Operation ss to responding to natural disasters 
to protecting the telecommunications infrastructure 
trom electronic intrusion. As it has tor the past 35 
years, the NCS will continue to respond to 
emerging challenges by leveraging its expenence, 
working relanonships, and capabilines to improve 
the secunty, reliability, and interoperability of the 
national telecommunaications infrastructure. 


EMERGING TELECOMMUNICATIONS 


MARKETPLACE 
The restructuring of the telecommunicanons 


landscape continued at a rapid pace in 1998 due, 
in large part, to deregulation and technological 
advances. The Telecommuaucanons Act af 1996 
changed de regulatory environment by fostering 
greater Competition across market segments. The 
Federal Communications Commission (ROC) 


_ _ Cantinued to guide the implementation of the act by 


promulgating rules supporting its provisions, such as 
intercannection requirements, in-remion long 
distance restrictions, and local number portability 
services implementation. 

On the technological front, both incumbent 
and new telecommunications camers continued 
researching and implementing technological 
advances and network architectures to improve 
efficiency and enhance competitiveness. This fluid 
regulatory and technologeal environment causes 
the NYEP community to continually monitor and 
examine the implications on NEP 
telecommunications. 

Ower the past year, implementation of 
procempetitive regulations resulted in both new 
entrants to and mengers in the telecommumnications 
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marketplace. The tradmonal marketplace. 
characteraed by a relatrvely small number ot 
moumbent carers, hecame supplanted fy a huvers 
market consssting of numerous resellers and 
competitive local exchange carnets (CLEC). 
Many of these new service prowxhts may need 
tramung on ther voluntary or mandatary NS/EP 


pasmoned themselves tor entry mro addmonal 
markets (ec. local exchange, Internet) via mongers 
and acqursnans. Mast nonoeable amd the 
numerous anprowed and proposed mergers were 
those mnvolving MC] and WorldCom, and Bell 
Arlannc and GTE. Also indicative of the changes 
ooourrmg mn the marketplace, the FOC anprowed 
AT&T menger with a CLEC, Teleport 
Communicanons Group, inc. stanme thet the 
umon could tacalitate the process of prowsding 
cansumers wath a choice of local sereice prowsders 

At the same time, the FOC enforced 
requirements desagned to taculitate compenmor 
access to Remoanal Bell Operanng Company 
(RBOC) networks prior to allowing the RBOOs 
entrance into the m-regon | ong distance market. 
Manw of these requirements are beading to 
technowgy and service enhancements at the 
local level. 

For instance, local exchange carners (LEC) 
are wnplementmng the firs phase of local number 
portability (LNNP) services, called local service 
prowsder partabulity (LSPP), in major markers 
LSPP will enable end users to mamtam ther 
existing phane numbers when switching bocal 
phone camer. The FOC is requiring all LECs in 
the tap 100 metropolitan starsmcal areas to otter 
LSPP by December 31, 1998, although extensions 
to this date may be meoessary. The mnaplementanon 
oft LNP sereices represents a change m tradimonal 
network oneranons and complicates the 
iwdentthcanan of carners responsible tor telephone 
cramts. Consequently, ths nctwork restrectuning 
presents a challenge tor mo untamung cfhoent 
NSEP oneranons. 

in addimon, the mnaplementanan «other 
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technological adwanoes, mcluding packet swaches 
networks, may have a significant impact an the 
avaitabubry and rehatubicy of NS/EP serewes. For 
imstanoe, the increasing profiteranon of bmernet 
Proracal (IP) t.erworks may reguire a protound 


change m network arctutectures and 
commmunicanans. Ve temet Proracal 
(VoIP), while mth: ©. s.cees of develapmen, 
ets an alrernativ< 9 oo alpublic swinched 


network (PSN) worse o...nourucations 

A host of issues surround thes emerge 
technology, toremast heme seamiess mregration 
with the PSN tc ensure enc to-end 
comamuricanons. Tradmonal carners will require 
that VolP gatewavs. which canvern hath cal! and 
sagnabme miormanon hetween IP nerworks and the 
PSN, meet oasmme telephone company rehabiliry 
and certthicanon standards. However, IP nerwork 
Quality of servwe and rehabiliry issues are currently 
not well defined. 

In addinon, IP acrwork providers mrend 
to take advartage of a mandate m the 
Telecomemuracanoms Act of 1996 enabling carrer to 
acoess the Sugnabing Svatern 7 (SS7) network and 
are Planning to mrert.ce with. the SS7 network to 
ofter adwanced teatures similar to the PSN. This 
mcreasmgty complies and linked nature ot pubhic 
networks, combined with the mregranon ot IP and 
PSN network teatures and technologies, presents 
and secumry mn sunpar ot NS/EP onerarnions. 


CRITICAL WEPRASTRUCTURE 
PROTECTION 
The strategic environment m which the NCS 
oneranres Changed dramatically during the | 940s. 
No longer concerned soley with tradimonal military 
threats. the Nanon's secumry marrests evolved m 
the barre: an ot the decade to encompass 
nontradmonal threats posed hy nanon states. 
teTromsts, and transnanonal criminal organizations 
While national attenmon maituily tocused on 
the dangers assacuated with phvsical attacks -— such 
as the World Trade Center mi New York City and 
Mumat. Federal Building m dahoma City — there 
is growing Tecagrmmon ot the porennal mmpincanons 
at Sovher” antrascms. Many of the Nation's 


infrastructures, which serve a vital role in promoting 
National security and economic interests, are 
increasingly automated and interconnected, and 
therefore considered more vulnerable to these 
types of intrusions. The concern is that these 
vulnerabilities will make infrastructures a 
particularly attractive target for those groups 
interested in achieving various political, military, 
and economic objectives. 

In the aftermath of the Oklahoma City 
bombing, the U.S. Attorney General formed an 
interagency Critical Infrastructure Working Group 
(CIWG) to examine the nature and scope of these 
threats. The CIWG considered threats in both the 
physical and cyber dimensions and recommended 
that the President consider the creation of a 
commission to identify infrastructure vulnerabilities 
and propose a strategy to protect them. At the same 
time, other organizations studied the changing 
strategic environment. 

The OMNCS established the Information 
Assurance Branch to work with industry and 
Government in characterizing electronic 
threats to and technical vulnerabilities of the 
telecommunications infrastructure. The President's 
NSTAC formed the Information Assurance Task 
Force to assess the information-based risks to other 
critical infrastructures (electric power, financial 
services, and transportation). The U.S. Senate 
convened the landmark Security in Cyberspace 
hearings in spring 1996. 

On July 15, 1996, President Clinton signed 
E. O. 13010 to establish the President’s Commission 
on Critical Infrastructure Protection (PCCIP). The 
Commission was charged to further examine 
physical and cyber vulnerabilities of the Nation’s 
most critical infrastructures. Over a period of 18 
months, the PCCIP recognized that infrastructures 
have become increasingly computerized, examined 
interdependencies, and identified the challenges 
of protecting them in the Information Age. The 
Commission’s report, entitled Critical Foundanons, 
outlined 78 recommendations for consideration 
by the President to protect these infrastructures 
from attack. 

President Clinton signed Presidential Decision 
Directive (PDD) 63 on May 22, 1998, to begin the 
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process of implementing the vision of the PCCIP. 
PDD-63 established a goal of assuring the continuity 
and viability of critical infrastructures by eliminating 
vulnerabilities that could exploit physical or cyber 
attack. The elimination of infrastructure 
vulnerabilities will require an unprecedented degree 
of cooperation between industry and Government. 
To accomplish its goals, PDD-63 requires the 
development of an integrated National 
Infrastructure Assurance Plan to identify and 
eliminate infrastructure vulnerabilities and respond 
to and reconstitute infrastructures in the aftermath 
of an attack. 

Two events in FY 1998 reinforce the need for 
national infrastructure assurance strategies. First, 
the highly publicized intrusions into Department of 
Defense information systems during a period of 
heightened tension in the Persian Gulf (known as 
SOLAR SUNRISE) demonstrate that even 
rudimentary tools in the hands of individuals pose 
threats to the Nation's security. As these tools and 
techniques proliferate across the Internet to a global 
audience, a more significant concern is that terrorist 
groups, organized crime, and adversary nations will 
deploy them against the United States. 

Secondly, the terrorist attacks against U.S. 
embassies in Kenya and Tanzania provide examples 
of the continuing physical threat posed to U.S. 
citizens and assets both domestically and abroad. 
The unfolding of events in this new national 
security environment over the last several years 
represents one of the more significant challenges to 
NS/EP telecommunications and the Nation. 


YEAR 2000 TECHNOLOGY PROBLEM 
Since the dawn of computer technology, no 
standardized calendar date format existed. The 
result has been the evolution of many varying 
formats, most of which fail to accommodate the 
impending century change, thereby creating what is 
known as the Year 2000 (Y2K) technology problem. 
Because our critical National infrastructures — 
including telecommunications, financial services, 
electric power, and transportation — rely on a 
growing and vital web of communications, 
computer, and associated information technologies, 
the Y2K problem is massive. 
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Despite the efforts of each business, State and 
local government, and Federal agency to remediate 
its mission-critical information systems before the 
new century afrives, every organization remains 
vulnerable to the disruption of its business processes 
because of the problems associated with Y2K. 
Indeed, as the new millennium approaches, there is 
growing concern about how the Y2K computer 
problem may impact the security of the Nation 
and the world. 

Software is an essential component of the 
telecommunications infrastructure, making the 
Y2K problem of urgent concern to the 
telecommunications industry and all those who 
depend on j.. The public network provides the 
basic transport and switching facilities for NS/EP 
telecommunications and must be Y2K-ready. 
NS/EP-specific customer premises equipment and 
telecommunications services, such as the 
Telecommunications Service Priority System and 
the Government Emergency Telecommunications 
Service, must also be Y2K-ready and tested. 

Given that, the Y2K problem is receiving a 
high level of visibility within the management 
chains of the telecommunications industry and the 
Government. To ensure Y2K readiness, both 
interexchange and local exchange carriers are 
conducting extensive interoperability testing. 
Further, Congress and several Government agencies 
and departments are requiring telecommunications 
companies to report on the status of their Y2K 
initiatives. 

Time is arguably the most unrelenting barrier 
to addressing the Y2K technology problem — and it 
is running out. The capability to freely disseminate 
and exchange Y2K readiness information to the 
public and with other companies, including 
competitors, is critical to the ability of public and 
private entities to address Y2K needs in a timely 
manner. Telecommunications companies, and 
others, are reluctant to disclose information related 
to their Y2K readiness due to legal complications 
that could result from inaccurate data. 

Recognizing the urgency of Y2K remediation 
efforts, in July 1998 the President proposed 
which share information about their readiness with 


__ the public or with each other could not be held 

liable for the exchange of that information if it was 
| inadvertently inaccurate. The Senate unanimously 
_ passed The Year 2000 Information Shaming Disclosure 


Act (S.2392), also known as Safe Harbor, on 
September 29, 1998. The House of Representatives 
is scheduling a vote on the resolution in early fiscal 
year 1999. 

The United States telecommunications 
infrastructure is robust and reliable, but given the 
extent and complexity of Y2K software 
augmentation, even the most exhaustive efforts 
cannot guarantee total Y2K eradication from 
networks, services, or systems. Further, the Y2K 
problem is global in scope. While the United States 
is taking measures to eradicate the problem, carriers 
in many other nations, especially those in 
developing countries, may not have taken the 
necessary steps to prevent system failure. 
is not solely a January 1, 2000, problem; it is a long- 
term problem beginning before and extending well 
bevond the ringing in of the new century. In 
light of the complexities of the Y2K problem, 
contingency planning is critical. Both industry and 
Government must have plans in place to respond to 
Y2K induced outages and maintain Government 
NS/EP services. 


_ Diverse technological and national security 


vulnerabilities characterize tody's NS/EP 


 telecommunications environ nent. However, 


natural and manmade disaste-rs also threaten the 
safety and security of the Uriited States. These 
disasters cut across many boundaries, including 
political, geographical, rrofessional, and 
sociological. As the population increases, more 
people move to high-risk areas, and our critical 
valuable, these disasters have the potential to 
endanger thousands of citizens and the Nation as a 
whole. Through it all, NS/EP telecommunications 
furnish a vital link in Federal response strategies, 
facilitating an immediate and coordinated response 
to all emergencies. 

Several different types of natural disasters and 
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emergencies can cause widespread damage to the 
telecommunications infrastructure in the United 


States. Large population centers on the east and 
west Coasts are prone to hurricanes and earthquakes. 
Additionally, flooding, storms, and fires have the 
potential to strike anywhere in the Nation at any 
time. These natural disasters have proven to be very 
costly, causing both death and large-scale 
destruction. 

Manmade emergencies also constitute a serious 
threat to the NS/EP community. Political unrest 
and war occurring in many parts of the world remain 
distinct threats to the security of our Nation. Asa 
result, the United States faces a credible threat from 
the use of weapons of mass destruction from an array 
of adversaries. The possibility of a catastrophic 
disaster arising from a nuclear, biological, or 
chemical agent continues to pose a major threat to 
the country. The occurrence of any one of these 
events, including other emergencies such as 
efforts, would necessitate an immediate and 


REPORT ORGANIZATION 
Changes in the national security threat and the 
geopolitical environment, new developments in 
technology and the marketplace, and the vital 
importance of the telecommunications 
infrastructure to all sectors of the economy and 
society make the NCS's mission more critical than 
ever. The subsequent sections of this report 
highlight the NCS's FY 1998 activities and 
accomplishments undertaken to fulfill its mission. 

Section II describes the emergency response 
activities of the NCS. Section II] examines NCS 
programs including major interagency plans and 
initiatives. Finally, Section IV reviews the NS/EP 
telecommunications support and activities of the 
NCS member organizations. 

FY 1998 National Communications System 
reflects the NCS's commitment to meeting the full 
range of NS/EP telecommunications needs for the 
Nation under all circumstances. 
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he National Communications 
System's (NCS) National 
Coordinating Center for 
Telecommunications (NCC) 
ensures that Federal, State, and 
local responders receive national 
security and emergency 
preparedness telecommunications support during 
Presidentially declared disasters. 

The NCS provided communications support to 
disaster relief efforts during widespread fires in 
Florids ice storms in the Northeast United States, 
Hurricane Bonnie in North Carolina, and Hurricane 
Georges in the Southeast and Puerto Rico during 
fiscal year (FY)1998. 

Hurricane Bonnie afforded the NCC an 
opportunity to test its newly renovated facility and 
operational tools. While not severely damaging the 
Atlantic coastline as originally forecasted, Bonnie 
proved to be a good test of both the equipm« | 
procedures. The NCS deployed Individual! 
Mobilization Augmentees (IMA) to assist ! 
Regional Managers serving as Federal Emerg« 
Communications Coordinators in support of 


these disasters. 

During Hurricane Bonnie, one IMA initially 
deployed to the North Carolina State Emergency 
Operations Center (EOC) in Raleigh to support 
Federal Response Plan (FRP), Emergency Support 
Function (ESF)-2 requirements. The IMA then 
assisted in the establishment of the Disaster Field 
Office (DFO), and the transition of ESF-2 support 
requirements from the EOC to the DFO. 

Additionally, one IMA deployed to the New 
York City EOC as part of the NCC response to 
Hurricane Georges during activation of ESF-2 in 
September of FY 1998. During the Northeast ice 
storms IMAs spent 3 days at the Albany (NY) DFO. 
Finally, IMAs spent a total of 30 days at the 
Tallahassee DFO supporting the Federal Emergency 
Management Agency (FEMA), the U.S. Forest 
Service, and the Small Business Administration at 
fire camps, staging areas, and field offices during the 
Florida wildfires disaster. 


During FY 1998, the NCS also focused its efforts on 
programs and exercises to improve future disaster 
recovery response by participating in FEMA's 
RESPONSE 98 exercise and continuing to conduct 


Emergency Response Training (ERT) seminars. 


RESPONSE 98 

In April 1998, the NCS participated in Exercise 
RESPONSE 98, a large-scale, 3 !/2-day, FEMA- 
sponsored, FRP exercise simulating a hurricane 
threat to the Northeast United States and Canada. 
The NCS coordinated industry participation (Bell 
Atlantic, Southern New England Telephone, and 
the National Telecommunications Alliance) and 
supported players on Emergency Operations Teams 
in the NCC and at five deployed locations as 
representatives of ESF-2, Communications. 

A valuable learning experience, the exercise 
provided an opportunity for players to work together 
as a team, improve coordination skills, and 
experience different scenarios. In particular, players 
demonstrated excellent coordination with industry 
representatives and with other Government agencies. 

In addition, player exposure to many of the 
NCS programs proved beneficial. The Government 
Emergency Telecommunications Service (GETS), 
Shared Resources (SHARES) High Frequency (HF) 
Radio Program, and NCS's Emergency Response Fly 
Away Kit were all available as alternate means of 
communications during the exercise. Many of the 
exercise participants used the Emergency Response 
Link (ERLink) as a means of sharing damage and 

Important RESPONSE 98 recommendations 
to study in the near future include clarifying roles 
and responsibilities with respect to coordination and 
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sharing of damage and response information 
between the NCC and deployed ESF-2 
representatives; developing an information kit 
describing available resources and required 
operating procedures for deployed responders; and 
enabling ERLink independence trom different 
versions of Internet browsers. 


TELECOMMUNICATIONS 
EMERGENCY RESPONSE TRAINING 
The NCS Training, Exercise, and Regional Support 
Branch continued with Phase il ERT seminars by 
conducting five seminars from October 1997 to 
May 1998 in four Federal Regions. More than 
900 emergency responders at the Federal, regional, 
State, and local levels have attended Phase I! 
over a 2-year period. 

The seminars provided participants with 
valuable information for successful response to 
catastrophic disasters or other extraordinary 
situations. ERT presentations included the FRP., 
National and Regional ESF-2, Cellular Priority 
Access Service, ERLink, Emergency Satellite 
Systems Technology, GETS, SHARES HF Radio 
Program, Telecommunications Service Priority 
System, numerous State briefings, cellular 
telecommunications, and panel discussions to 
identify telecommunications requirements and 
services integration. 


EMERGENCY RESPONSE LINK 

ERLink continued to gain support within the 
emergency response community, doubling the user 
base in the last year to well over 500 accounts. 
ERLink is a controlled-access Web site that enables 
electronic information sharing for emergency 
responders. 

Integration of ERLink into operations occurs 
as users upload event data such as river closure 
announcements during the tornado strikes in 
Tennessee, communication frequencies during the 
Florida fires, and status information regarding the 
shutdown of the Davis-Besse nuclear plant 
following tornado damage to the switchyard in 
Ohio. In addition to its use during RESPONSE 98, 
ERLink was also put to use in a number of events 
conducted by the Nuclear Regulatory Commission. 


7 


2-3 


NCS NS/EP 


TELECOMMUNICATIONS 


BPORT, ACTIVITIES, 


* 


AND PROGRAMS 


NCS NS/EP 


A eS 4 @O BS 
©C.8 8 es eigweaoawss @ a's 
ses ef fF 


TELECOMMUNICATIONS 
SUPPORT, ACTIVITIES, 
AND PROGRAMS 


his section highlights the 
activities and accomplishments 
of the Office of the Manager, 
National Communications 
System (OMNCS), the National 
Communications System 
(NCS), and the national 
security and emergency preparedness (NS/EP) 
telecommunications community during fiscal year 
(FY) 1998. 


PROGRAMS 

The Programs Division develops and implements 
evolutionary telecommunications NS/EP 
capabilities for an enduring and effective 
telecommunications infrastructure. The following 
paragraphs describe the activities of the Programs 
Division during FY 1998. 


GOVERNMENT EMERGENCY 
TELECOMMUECATIONS SERVICE 
Background. The OMNCS established the 
Government Emergency Telecommunications 


Service (GETS) to meet White House requirements 
for a survivable, interoperable, nationwide voice 
band service for authorized Government users 
engaged in NS/EP missions. GETS satisfies these 
requirements by providing emergency access and 
specialized processing in local and long-distance 
telephone networks. This ensures users a high rate 
of successful call completion during network 
congestion or outages arising from natural or 
manmade disasters. 

From the beginning, GETS planners focused 
on the public switched network (PSN) as the most 
efficient, reliable technology for supporting a service 
that would meet NS/EP mission requirements. The 
use of the PSN leverages its vast resources, a $300 
billion infrastructure with more than 150 million 
access lines and 25,000 switches. The PSN is 
ubiquitous, robust, and flexible. It supports 95 
percent of the Government's telecommunications 
needs; and despite its enormous size and complexity, 
the PSN averages 99.999 percent availability. 

The initial objective of GETS planners was 
to expeditiously field a service that would provide 
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priority call treatment and then to gradually 
improve the service with specialized calling features. 
The strategy of developing GETS by using the 
existing assets ot the PSN enabled early 
implementation and provided for technical currency 
by leveraging the continual improvements made by 
the industry. Using the resources of the PSN also 
made it unnecessary for the Government to 
purchase, install, maintain, and eventually update 
network equipment. 

The approach to implementing GETS initially 
focused on the interexchange carrier (IXC) portion 
of the network. This approach resulted in separate 
GETS contracts with AT&T, MCI, and Sprint 
which, at the time, were the three largest [IXCs. 

As a result, these carriers are the only IXCs capable 
of authorizing and processing GETS calls. 
Therefore, it is critical that access to these carriers 
be available at all PSN end offices. Each of the 
three IXCs began with the same basic set of 
functional requirements; however, as a result of 

the implementation approach pursued by each 

IXC and the inherent differences in the structure 

of their respective networks, the operational features 
and capabilities differ slightly among the providers. 

Today, the primary focus of feature 
development and implementation has shifted 
to the local exchange carrier (LEC) networks. 

A separate LEC integration contract (IC) was 
competitively awarded to GTE Government 
Systems Division for integration of LEC 
implementation of GETS and for overall GETS 
operation, administration, and maintenance 
services. The GETS IC entered into contracts 

with three primary switch manufacturers — | ucent, 
Nortel, and AG Communications System 

and is cooperating with a fourth vendor fo 
implementation of priority treatment and enhanced 
routing features on their products. The GETS IC 
also entered into contracts with LECs for the 
deployment and operation of these features. 

The OMNCS created a phased 
implementation approach for GETS to 
accommodate the dynamic nature of the effort. 
This approach has proven to be quite successful. 
The phases, designated Limited Capability (LC), 
Initial Operational Capability (IOC), and Full 


Operational Capability (FOC), are described 
briefly below. 


® TheLC phase began on September 30, 1994. 
Throughout this phase, users were able to 
place GETS calls through the LECs, using the 
universal GETS access number, to the three 
IXCs that provide GETS call processing. 
During this phase implementation of 
additional features took place on the [XCs. 


® The IOC phase began on October 1, 1995. 
IOC capabilities consist of all LC capabilities 
and additional IXC services. The 
Government issued task orders to implement 
GETS services in the LECs. 


@ The FOC phase is scheduled for the year 2001. 
FOC capabilities will include all IOC 
capabilities as well as LEC network features 
currently in place or under implementation. 
During this phase additional capabilities may 
be implemented based on analyses that 
demonstrate the benefit of such capabilities. 


Operation and Features. Access to GETS is quick 
and simple. Users access GETS by dialing a 
universal access number (1-710-NCS-GETS) using 
common telephone equipment such as standard desk 
sets, secure telephones (e.g., STU-IIIs), facsimiles, 
modems, and cellular phones. Telephones on the 
Federal Telecommunications System 2000 Network, 
the Diplomatic Telecommunications Service, and 
the Defense Information Systems Network can also 
access GETS. 

When the GETS access number is dialed, a 
tone prompts the user to enter a user-unique 
personal identification number (PIN) and the 
destination telephone number. Even if the access 
control system fails, there is a “fail open” feature 
that will allow authorized users to complete their 
GETS calls. The OMNCS can deactivate PINs for 
fraud or abuse if deemed necessary. 


Priority Treatment Availability. |n addition to 
implementing priority treatment and enhanced 


routing features in the IXC and LEC trunk 
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networks, the OMNCS is also working to ensure 
NS/EP calls receive priority in the Signaling 
System 7 (SS7) networks that control the carrier 
trunk networks. In 1993 the American National 
Standards Institute (ANSI) approved the High 
Probability of Completion (HPC) Standard ANSI 
T1.631-1993 that provides hoth a classmark for 
NS/EP-related signaling messages and a high 
priority level for those messages within the SS7 
message priority scheme. The classmark allows 
NS/EP calls to be recognized in any LEC network, 
facilitating the application of available GETS 
features. The higher priority level was designed to 
improve the likelihood that GETS calls would 
continue to be processed in the event of congestion 
within the SS7 networks. 

In 1996 ANSI modified the SS7 standards so 
that NS/EP traffic would not share the higher 
priority level with plain old telephone service 
(POTS) traffic. The GETS Program worked closely 
with the Network Interconnection and 
Interoperability Forum (NIIF) to facilitate industry 
migration to adherence to the 1996 standard related 
to SS7 message priority. GETS representatives 
worked with NIIF members to build consensus on a 
migration plan and schedule and won adoption of a 
resolution codifying the plan. NIIF introduced Issue 
No. 0095, Implementing POTS IAM Priority Level 0, 
in Dallas, Texas, December 1997. Based on the 
resolution, each member is providing specific dates 
by which they will comply with the standard. 

The NCS recognizes that such efforts for 
switches that are scheduled for replacement within 
the foreseeable future may not be appropriate. The 
switches that either currently comply, or will soon 
have the capability to comply with the Standard 
will serve approximately 80 percent of the access 
lines in the country. 


Interoperability. Many of the significant chailenges 
currently facing GETS involve consistent toll-tree 
treatment for service users at privately owned user- 
to-network access devices. Similar to other services, 
GETS must navigate the new services-rich, but 
highly competitive, telecommunications 
environment spawned by the Telecommunications 
Act of 1996. Resulting industry deregulation has led 


to a significant increase in the numbers of service 
providers within the industry. This environment 
has given rise to difficulties in placing successtul 
toll-free GETS calls from privately owned point-of- 


_ exchange devices, such as coin phones and private 


branch exchanges (PBX) in some service areas. 
Testing has shown this to be particularly true for 


_ coin phones owned and operated by small businesses 
_ and PBXs operated by the hospitality industry (e.g., 


hotels, motels). Commonly encountered problems 
include the requirement to deposit coins at a coin 
phone prior to dialing, improper charging by hotel 
and motel billing systems, and the inaccessibility of 


GETS IXCs because of business arrangements 


between user-to-network device owners and IXCs. 

Paramount to the problem of toll-free access at 
privately owned devices is industry recognition of 
the 710 Numbering Plan Area (NPA) as 
nongeographic, emergency, and toll-free. To this 
end, the NCS is working with the North American 
Numbering Plan Administrator and the Federal 
Communications Commission (FOC) to issue 
guidance to industry on publicizing the 710 NPA 
stature as an emergency toll-free service per 
Sections 228(c) and 276(b) of the Communications 
Act. In addition, the NCS is working with coin 
phone industry groups, such as the American Public 
Communications Council and hospitality industry 
organizations and associations, to raise awareness of 
GETS as an emergency, toll-free service to be given 
treatment similar to that provided for 911 
emergency, toll-free calls. 


_ Successes. Emergency responders used GETS on 


numerous occasions and demonstrated its 


_ considerable ability to complete calls for NS/EP 


users when their POTS calls were blocked. In the 
past year the GETS Program made significant 
progress in its outreach efforts to State and local 
user groups. The number of State and local agencies 
(including the American Red Cross) with GETS 
accounts rose from 45 to 121. State and local users 


now account for more than 18 percent of all PINs. 
The NCS issued GETS cards to Federal and 


State participants at the Federal Emergency 
Management Agency (FEMA) sponsored 
RESPONSE 98 training exercises. Participants 


completed calls using GETS from various locations 
throughout the Northeast. GETS was reported as 
easy to use, and the GETS Program Office received 
requests for cards as a result of the exercise. 
Additionally, participants used the new AT&T 
GETS Emergency Performance Report. Emergency 
Performance Reports provide emergency responders 
with a quick report on all GETS calls processed by 
ATST within a 24-hour period. 


Summary. GETS is a valuable telecommunications 
capability for authorized Government NS/EP users, 
enabling a high rate of successful call completion 
during network congestion or equipment outages 
arising from natural or manmade disasters. The 
service is integral to the PSN and thus benefits from 
the PSN'’s ubiquity, robustness, and flexibility and 
from technological advances within the industry. 
The ability to overcome future challenges and to 
provide advanced services to users will require the 
coordinated efforts of both industry and 
Government. GETS is an existing, yet maturing, 
capability that, like other services, must be 


continually evaluated within the context of an ever- 


changing PSN environment to bring a quality 


service to its users. 


WIRELESS PRIORITY SERVICES 
Executive Order (E.0.) 12472 assigns the OMNCS 
the responsibility of conducting technical studies or 
analyses and examining research and development 
(R&D) programs to identify improved approaches 
that may assist Federal entities in fulfilling NS/EP 
telecommunications objectives. To carry out this 
responsibility, the OMNCS began several wireless 
program initiatives to ensure chat industry 
understands NS/EP user requirements and supports 
these requirements in their networks. The current 
wireless initiatives within the OMNCS include the 
Cellular Priority Service (CPS) Program, the 
Enhanced Satellite Capability (ESC) Program, and 
the Personal Communications Services and 
Wireless Data Services (PWDS) initiative. 


CPS is being accomplished in response to White 
House direction resulting from recommendations 


of the President's National Security 


Telecommunications Advisory Committee 


| 


| 


(NSTAC). Natural disasters have repeatedly 
illustrated the importance of cellular technology 

in providing timely emergency telecommunications 
for Federal, State, and local users at a disaster 

site. However, increased personal use of cellular 
communications often creates network congestion 
and high levels of call blocking precisely when 
disaster relief officials most need mobile 


| communications. As a result, the OMNCS, 


working with industry leaders, industry associations. 
State representatives, and standards bodies, 
developed the CPS Program to facilitate and 
coordinate the development of a cost-effective, 
uniform, nationwide cellular priority access 

service capability that enhances NS/EP user 

access to the public network (PN). 

The OMNCS is working with the FOC to 
address the regulatory issues associated with the 
implementation of cellular priority. In the 
meantime, the OMNC>s has completed several 
studies investigating the technical aspects of CPS 
implementation. The studies developed include a 
market study examining the potential user base of 
CPS as well as a thorough analysis of existing and 
developing cellular and Personal Communications 
Services (PCS) handsets. The OMNCS also 
conducted additional technical alternatives and 
implementation option studies. These studies 
helped to focus efforts on a viable near-term 
technical and operational solution. 


ENHANCED SATELLITE CAPABSLITY 
Through the ESC Program, the OMNCS 
investigates emerging satellite technologies, 
analyzes their ability to support NS/EP 
requirements, and works to improve and 
enhance their ability to support these requirements. 
ESC Program activities can be categorized 

in two major areas: experimentation and studies. 
The following paragraphs provide a description 
of ESC Program activities within these areas 

for FY 1998. 


Experimentation. As commercial satellite systems 
become operational, the ESC Program analyzes and 
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experiments with them to determine their potential Wireless Data. The OMNCS is investigating 
to support NS/EP users. Information on the systems wireless data technologies and service providers 
is then made available for NS/EP users to determine to identify potential support they can provide 
if their mission can be more efficiently and to NS/EP users, and to enhance Government 
effectively supported by using them. In some cases = —s understanding of wireless data capabilities. A 
where an NS/EP user requirement is not provided, report on NS/EP use of wireless data capabilities 
the ESC Program works with industry to identify is being developed, as well as a demonstration of 


demonstrate this new feature. 

The OMNCS has performed experiments on UAVs. Several studies are uncer way to investigate 
three relatively new satellite systems: AMSC, the use of UAVs as communications platforms that 
Planet-1, and ORBOOMM. Each system was provide disaster relief communications to NS/EP 
evaluated to determine its potential for fulfilling users. This effort is being pursued in coordination 


NS/EP requirements. The terminals have now been _ with the Department of Defense (DOD). A 
made available for the NCS Operations Division to preliminary demonstration of the capabilities of 
evaluate during operational exercises and actual UAVs is being planned. 


disasters. The OMNCS is analyzing these three areas of 
wireless communications to determine whether they 
Studies. The recent deployment of commercial can aid NS/EP users in successfully completing their 


low Earth orbiting satellite systems (e.g., lridium, missions. As other technologies or systems develop, 
Globalstar, ICO) created another potential source | -—_ the PWDS Program will also examine these to 
of NS/EP telecommunications. The OMNCS ensure that the OMNCS remains cognizant of all 


is studying these systems through the ESC Program __srelevant developments in telecommunications. 

to analyze and assess the ability of these systems | 

to support NS/EP missions. The OMNCS ADVANCED INTELLIGENT NETWORK 

will use the results of these studies to focus Advanced Intelligent Network (ADIN) is a rapidly 

on specific capabilities that should be added evolving telecommunications technology 

to the system. _ identified by the President's NSTAC and the 
OMNCS as potentially having the ability to 

PCS AMD WIRELESS DATA SERVICES meet the NS/EP telecommunications needs 

New technologies in the field of wireless | of NCS member organizations. 

telecommunications, beyond cellular and satellite = AIN technology supports a 


technologies, continue to emerge. To investigate __ telecommunications architecture consisting of 
the potential of these technologies for providing signaling systems, switches, computer processors, 


developed the ?WDS initiative. _ convergence of these elements allows for customized 
The PV/DS initiative consists of a studies _ software-defined network services that can be 
phase and ai: experimentation phase. The _ flexibly, rapidly, and cost-effectively configured to 
three major areas being investigated are PCS, | meet changing customer needs. Among other 
wireless data technologies, and unmanned capabilities, AIN provides priority recognition, user 
aerial vehicles (UAV). authentication, enhanced routing, and network 
management alternatives in support of NS/EP 
PCS. Work has been ongoing to investigate the contingency operations. 
implementation of a priority capahility in In the competitive market environment 
developing PCS systems. This program benefits created by the Telecommumications Act of 1996, 
from the ongoing work being done in support PN carniers are becoming increasingly dependent 
of CPS. __ on AIN capabilities to deliver services to their 
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customers. Carriers are using AIN to deploy local 
number portability (LNP), as mandated by the 
FOC, to open networks to competitive service 
providers, and to meet customer demand for 
new service capabilities (¢.g., mobility, data, 
Internet access). 

The AIN Program is responsible for the R&D 
of AIN-hased technology arplications for NSYEP 
and operates under the following mission objectives: 


@ = Assess AIN architectures, standards, and 
implementations 


® Define, develop, and demonstrate AIN NSYEP 
applications 


® = Ensure NSEP requirements influence the 
evolving AIN technology 


@ Facilitate integration into Government 
initiatives (e.g., GETS, Defense Information 
System Network) 


® Evaluate AIN secunty, survivability, reliability, 
and interoperability. 


The AIN Program Office coordinates with 
industry and NCS member organizations to fulfill 
mission objectives and to identify preliminary 
services that the OMNCS can introduce into 
NSEP initiatives (e.¢., GETS) through successful 
proof-of-concept demonstrations. 

The GETS Program Office is deploying AIN- 
based alternate carner routing to support LEC- 
enhanced routing. In conjunction with AIN, the 
GETS Program Office is also pursuing use of the 
SS7-hased HPC ANSI standard for further 
enhancements. Additionally, the OMNCS is 
investigating recent signaling network outages of 
AIN and SS7 network service providers. 

The AIN Program Office's role has evolwed as 
intelligent network capabilines have reached a 
critical mass in the public telecommunications 
network. The industry's deployment of LNP 
promises near-universal AlN availability. The AIN 
Program Office continues to monitor ROC 
rulemakings that may affect AIN availability and 


Participates mn industry forums to Communicate 
NSEP needs. Recent Program Office 
accomplishments include demonstranion of LNP in 
an NSEP environment to identify impacts on 
NSEP telecormmunications, and analyses of 
common channel signaling evolunon and the AIN- 
hased enhanced routing tearures. The AIN Program 
Office also recently concluded 2 study of the 
secunty and reliability impacts of opening existing 
networks to accommodate third party access (1c. 
open network architecture). 

Currently, the AIN Proeram Office is 
evaluating the role of tradinonal intelhgent network 
capabilines in emerging mulumedia networks, 
intelligent devices, and tuture apphcanons of 
the emerging wireless intelligent network. Thais 
applied research enables the AIN Program Office 
to influence these promising new technologies 
in the developmental stages and ensure the 
connnued efficacy of exist.” and future intellagent 
network applications. 


The mission of the Operations Division ts to ensure 
the availability of relecommunuications across the 
entire spectrum of emergencies. The following 
paragraphs describe activines of the Operanons 
Division during FY 1998. 


NATIONAL COORDINATING CENTER 
FCA TELECOMMUINCATIONS 
The National Coordinating Center for 
Telecommunications (NOC) serves as the 
operations focal point for the mitiation, 
coordination, restoration, and reconstitunon of 
NSP telecommunications services and facilines. 
During most of FY 1998, the NOC operated from a 
temporary location and moved into its renowated 
complex tollowing rededicanon ceremomes held an 
August 5, 1998 

During FY 1998 the NOC supported 
eMETPENCY response activities for ice storms mm the 
Northeast and fires in Flonda. It also issued nwo 
joint industry/Government reports on SS7 outages 
that sagnificantly affected the PN, and responded to 
“SOLAR SUNRISE.” the name given to a major 
cyber attack on DOD unclassified computer 


networks. During the attack. the NOC acted a » Network (NTCN) bridgme canabiliry. The 


oandun hetween the tclecommumnicanons maustr NOC also mamtamed and undated th. 
and the Federal Gowermmen:. The NOC first Telecommurucanons Electric Service Priority 
abetted industry to the ongoung event. then TESP) and Commurucanons Resource 
oallected data trom madustry t> determine ¢ maustr intormanon Sharmge (CRIS) databases 


was expenencing simular attacks. The was the first 


nme comprehensive shanme of miormanor WCC PEDICATIONS, ASSESSAAEDT, 
ccourred during an actual artack ADD WARIENG CENTER PILOT 


The NOC redacated and ungraded a: n Semremiver 1096, the Manager. NCS 
COW Ty OF FONeTaTIOS Site. whch Mow Pas reguested NS TAC assrstance to estabirst 
CHOCTTOWVK THA ic’ Ta kcal area network (LAN m NCA. @tectromac mytresion mdscation 
OOPWIACTIVTY, Tac Sie. AN Care ToicvisKnw NACSSTNCTH. ANC WATTHTY AN nahulir 
Prosected maprowements tor next veat mcbude ar n December 1997, NSTAC endorsed NOI 
m-TyreTres Pah reauchnc\ +45 TAGW) and mrmicmentanon of “an imetial mtresson mower 
Nananal Teleoommunacations oordmat ing TROTTATION THOOKeSsINg Tukv Paseo on Vvoluritan 
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reporting by Government and industry.” 

On June 15, 1998, after months of joint 
industry/Government planning, the NCC [AW 
Center pilot commenced operations for a 1 20-day 
evaluation period. At the end of thai time, the 
NCC will analyze center operations and use the 
results in establishing a full-time LAW capability in 
the NCC. The development of this [AW capability 
will enable the NCC to serve as focal point for 
exchange of near real-time PN electronic [AW 
information among telecommunications industry 
participan’ and the Federal Government. 

Example» of incidents the LAW will receive include: 


@  Denial/disruption of service incidents, such as 
the physical disabling of equipment or the 


flooding of a communications network by 
waves of message traffic 


Breaches in communications or data security 
affecting the confidentiality, integrity, or 
availability to an authorized user of 
information, data, or a program or system 


Unauthorized electronic access to include 
denial/disruption of service and breaches in 
communications or data security 


Receipt of any indication (information that 

suggests a threat) of a potential intrusion on a 

Government or public information system 

or network. Q 
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NATIONAL TELECOMMUNICATIONS 
COORDINATING NETWORK 

The NCC designed the NTCN as the primary 
coordinating capability to support NS/EP service 
when the PN is not available. The NTCN provides 
communications connectivity for the exchange of 
minimum essential telecommunications 
management information. In addition, the NTCN 
relies on existing multimedia telecommunications 
systems and capabilities that NS/EP organizations 
Can access to support coordination of service 
restoration for Federal departments and agencies 
should widespread outages occur in PN. These 
industry and Government communications assets 
and capabilities exist outside the PN and include 
ringdown circuits, NTCN HF radios, the National 
Alert and Warning System, Shared Resources 
(SHARES) HF Radio Program, and the National 
Telecommunications Alliance’s Alerting and 
Coordination Network. It also includes a bridging 
and conferencing system that enables any of the 
above media to be electronically bridged and 
conferenced together. 

During FY 1998, the Operations Division 
refined the NTCN concept of operations, researched 
new technologies to provide the NTCN with a 
bridging and conferencing capability, and expanded 
NTCN connectivity to respond to PN widespread 
outages caused by “Year 2000” (Y2K) events. 


TELECOMMUCHCATIONS 

SERVICE PRIORITY SYSTEM 

The FCC issued a report and order on November 
17, 1988, establishing the Telecomniunications 
Service Priority (TSP) System. The TSP System 
is the regulatory, administrative, and operational 
framework for the priority provisioning and 
restoration of any qualified NS/EP 
telecommunications service. Under the rules 

of the TSP System, service vendors are authorized 
and required to provision and restore services 
with TSP assignments before services without 
such assignments. 

During FY 1998, the Operations Division 
Office of Priority Telecommunications (OPT) 
received a weekly average of 220 requests for TSP 
restoration assignments. In addition, priority 


| 


provisioning of telecommunications services was 
critical in supporting relief efforts following flooding 
in the Northeast and Great Lakes area and the 
wildfires in Florida. 

The OPT installed advanced technology to 
improve and expedite priority provisioning and 
restoration of telecommunications services for 
NS/EP users. The TSP client-server system now 
enables frequent TSP users to electronically 
complete and submit TSP requests, revalidations, 
reconciliations, and confirmations online. The 
client-server not only enables TSP service users and 
vendors to perform automated tasks but also 
provides them and the OPT with a single, shared 
source of information relating to specific TSP 
services. The TSP client-server has a full backup 
system at a remote location to allow for continuity of 
operations under any circumstance. The OPT also 
tested the hardware and software of their computer 
systems and determined they are Y2K-compliant. 
The TSP homepage provides an overview of the 
TSP System, and access to electronic copies of the 
TSP manuals and electronic TSP forms. 

Increased competition in the 
telecommunications marketplace resulted from the 
Telecommunications Act of | 996. Because of this, 
the OPT recognized the i. aportance of informing 
new telecommunications service providers, 
including competitive LECs and resellers, of their 
TSP obligations to ensure end-to-end priority 
treatment of facilities supporting NS/EP services. 
After soliciting input from existing vendors, 
the OPT developed a TSP System Guide fur 
Telecommunications Carriers. The Guide outlines 
TSP vendor responsibilities to ensure that TSP 
System priorities take precedence over any other 
telecommunications prioritization. In addition, the 
vendors when implementing TSP ir their networks 
and identifies necessary circuit records and billing 
modifications. The OPT also developed a 
subcontractor database that includes specific 
information on all subcontractor carriers to prime 
TSP vendors. This database provides an essential 
reference tool for the OPT and prime service 
vendors during TSP reconciliation procedures. 

Educating and training emergency responders 
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about the TSP System remained a priority with the 
OPT. OMNCS personnel provided comprehensive 
training to potential users, vendors, and emergency 
response coordinators. They also provided training 
on the TSP client-server computer platform to 
agencies that frequently request TSP assignments. 


NORTH ATLANTIC TREATY 
CRGANIZATION CIVIL 
COMMUNICATIONS 
PLANNING COMMITITE 
The OMNCS represents the United States on the 
North Atlantic Treaty Organization (NATO) Civil 
Communications Planning Committee (CCPC), its 
Telecommunications Working Group, and other 
subsidiary bodies. The Department of State detailee 
to the OMNCS/NCC is the head of the delegation. 
CCPC purview extends to telecommuications and 
postal services. The OMNCS/NCC accordingly 
consults closely with U.S. commercial entities 
providing telecommunications services and consults 
with affected U.S. Government agencies and 
organizations. The CCPC met twice in plenary 
session at NATO headquarters in Brussels, Belgium, 
during FY 1998; its working group met four times. 
During FY 1998 the CCPC approved a work 
program for 1999 to 2000. This included updating 
documentation, exercising crisis management 


arrangements, Conaucting seminars with Partnership 


for Peace nations, and performing studies in 


mobile/cellular radio, network management, and the 


international preference scheme. The CCPC also 
started a joint US/UK effort to identify and test 
NATO-authorized secure voice equipment. In 
addition, the CCPC began holding joint 
CCPC/invited nations (i.e., Czech Republic, 
Hungary, Poland) meetings during FY 1998. These 
new nations have full rights of participation on all 
issues, short of a vote. The CCPC began reviewing 
the effects of weapons of mass destruction on 
telecommunications during peacetime, crisis, and 
war; began collecting information from nations for 
possible study ‘ the benefits and vulnerabilities of 
Intelligent Networks; and presented a 
communications disaster scenario that will allow 
CCPC participation in the NATO 
Communications Management Exercise 1999. 


NATO once again identified the CCPC as 
a Major committee in emergency planning under 
the new crisis management arrangements. As 
a result, the NATO Command, Control, and 
Communications Board created a direct link with 
the CCPC. 


TELECOMMUNICATIONS 

ELECTRIC SERVICE PRIORITY 

The U.S. Government telecommunications policy 
is to meet NS/EP requirements and supply 
adequate and secure electric energy to critical 
telecommunications facilities. In 1987 the 
Department of Energy, in coordination with the 
NCS and the Energy Task Force of the President's 
NSTAC, developed the TESP initiative. 

Essential national defense and civilian 
requirements may not be met if an event disrupts 
electric supplies Lo - relecommunications 
facilities. Electric utilitie. ' »ve systems and 
processes in place for restoring .'ectric service 
to specific customers in the event of threatened 
or actual electric power supply emergencies. 

Before TESP, the existing priority restoration 
systems reflected only essential State and local 
needs. The TESP Program promotes modification 
of the existing electric utility emergency priority 
restoration systems to include telecommunications 
facilities considered critical to NS/EP. 

Currently, 230 telecommunications service 
providers and 500 electric utilities support the 
TESP Program. As of September 1998, the total 
number of critical telecommunications tacilities 
was 3,273. 


SHARED RESOURCES HIGH 
FREQUENCY RADIO PROGRAM 
The SHARES HF Radio Program continues to 
provide emergency communications in support of 
special operations and all-hazards situations. 
SHARES now incorporates the resources of more 
than 1,000 radio stations backed by 68 industry, 
Federal, and State organizations into a nationwide 
emergency message handling network. 

In FY 1998, SHARES supported emergency 
communications during multiple El Nifio-related 
events such as the ice storms in the Northeast and 
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directory, and revised the structure of the 
nationwide SHARES Coordination Network. 
The SHARES Master Coordination Station 


—————————e 


during Hurricane Georges. Specifically, the 


SHARES Coordination Network supported a | KGD-34 equipment moved to the newly renovated 

special request from Congresswoman Donna _ NCC (see exhibit 3-3), where operators installed 

Green (Virgin Islands) to determine the status multiple radio systems and an HF e-mail gateway. 

of individuals in the Virgin Islands during Hurricane 

Georges. SHARES stood ready in Puerto Rico COMMUNICATIONS RESOURCE 

to support restoration of possible outages during INFORMATION SHARING 

a telecommunications strike. Additionally, The CRIS initiative continues to support NS/EP 

SHARES processed situations and status reports requirements. It establishes an information 

supporting U.S. Customs, the Department of source that provides resource points of contact, 

Veterans Affairs, the American Red Cross, AT&T, associated communications resources, and 

and oth ers during FY 1998. supporting information for use by the participating 
The SHARES HF Interoperability Working NCS member organizations. As of September 30, 

Group, a permanent body established under the 1998, 26 industry and Federal organizations 

NCS Committee of Principals (COP) and Council contributed more than 40 communications assets, 

of Representatives (COR), published a SHARES services, and capabilities that could be shared 
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with other Federal departments and agencies 
during emergencies. 


TRABGNG, EXERCISE, AND 
REGIONAL SUPPORT BRANCH 

The Operations Division Training, Exercise, and 
Regional Support (TERS) Branch’s mission 
encompasses nationwide outreach through: 


@ Telecommunications emergency response 
training (ERT) seminars 


@ —siInternal and external exercises 


@ Increased regional presence with dedicated 
OMNCS staff 


@ = The realignment of the Individual 
Mobilization Augmentee (IMA) Program. 


The TERS Branch continues to train 
OMNCS staff, NCS Regional Managers, 
Emergency Support Function (ESF)-2 support 
agency personnel, the telecommunications 
industry, and regional and State responders on 
effective execution of responsibilities during the 
various phases of response and recovery operations. 
With an emphasis on providing emergency 
telecommunicaticns services to a disaster site, 
the branch achieves its program goals through 
training, exercise, and regional support planning. 


ERT SEMINARS 

The ERT seminars are joint training efforts, 
conducted nationwide with NCS, FEMA, 
General Services Administration, and the 
telecommunications industry. The seminars 
address emergency plans and activities in five 
critical areas: Federal Response Plan and ESF-2, 
telecommunications services and priority 
provisioning, regional and State emergency 
operations, national emergency operations, and 
current and future technologies. FY 1998 seminars 
occurred in Kansas City, Missouri (Region VII), 
October 1997; Framingham, Massachusetts (Region 
1), December 1997; Salt Lake City, Utah (Region 
VIII), February 1998; Denver, Colorado (National 


Disaster Medical System Conference), March 1998; 
and Anchorage, Alaska (State of Alaska), May 
1998. Art Phase II's conclusion, more than 950 
National, regional, State, and local emergency 


| responders attended the training. The OMNCS 


scheduled Phase III to begin in December 1998. 


NS/EP EXERCISES 

RESPONSE 98, April 20-23, 1998, was a national 
and regional emergency response exercise to 

assess the plans, policies, and procedures of 

Federal and State agencies to respond to a major 
natural disaster. The exercise scenario replicated 
the damage and emergency conditions created by a 
CATEGORY 4 hurricane affecting eight Mid- 
Atlantic and New England states (New Jersey 
through Maine) and the Canadian Atlantic 
provinces. The OMNCS participated in all stages 
of exercise design and development and provided 
teams of players at national and regional 
headquarters, and two State emergency operations 
centers. To stimulate player involvement and add 
realism to the events, the telecommunications 
industry supported the exercise with experienced 
NS/EP operations managers who contributed to the 
overall design and participated as players in the 
exercise events. 

OMNCS personnel also provided technical 
support to the U.S. Response Cell for the NATO 
Communications Management Exercise 1998. 

The civil emergency component of the exercise 
scenario was a natural disaster in the Baltic region 
of Europe requiring a multinational response of 
humanitarian aid and technical services. The 
OMNCS assisted the U.S. delegation by responding 
to requests for satellite communications equipment 


REGIONAL PLANNING SUPPORT 

The OMNCS developed regional planning support 
to assist and enhance NCS regional managers across 
the 10 Federal regions. The goal of OMNCS 
support is to provide the capabilities and resources 
to enhance the NCS regional manager's ESF-2 
mission requirements during activation and 
nonactivation periods. The OMNCS efforts 
include: 
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@ Providing the NCS regional managers with 
operational planning documentation including 
procedures, program-specific checklists, and a 
coordinated national approach designed to 
practices 


@ Realigning the IMA Program to further 
support the needs of the NCS regional 
managers upon activation of ESF-2 


® Supporting the development of region-specific 
catastrophic disaster planning documents 


@ Supporting the NCS regional managers at 
various regional planning meetings, such as the 
Regional Interagency Steering Committee 
meetings 


® Providing the NCS regional managers with a 
hardware/software package to support their 
ESF-2 mission 


@ = Integrating new telecommunications 
technologies into regional planning efforts and 
establishing a role for the telecommunications 
industry in planning activities 


@ Continuing 10 develop disaster response after- 
action reports and ESF-2 lessons learned to 
capture regional best practices of the Federal 


supporting emergency telecommunications 
requirements of Federal, State, and local 


disaster response agencies. 


CANCS AUGMENTEE PROGRAM 

The OMNCS continues to develop its augmentee 
program, which is supr<iced through the 
Department of the Army's IMA Program. The 
NCS IMA Program provides a cadre of skilled 
Army Reserve personnel to augment the emergency 
telecommunications staff during disaster response 
activities. 

During Presidentially declared disasters, the 
IMA Program provides the OMNCS with a surge 
capability to deploy and react to a myriad of 
situations associated with ESF-2 operations. 

IMA personnel are often among the first Federal 
disaster response personnel to reach a disaster 
scene. Many of these reserve signal officers are 
telecommunications professionals in their full-time 
civilian careers and will apply their skills when 
responding to Federal emergencies. The IMA 
Program continues to provide an important and 
valuable service to the OMNCS NS/EP mission 
at the national and regional levels. 

The IMA Program meets mission 
responsibilities through deployment of IMAs using 
a combination of annual training, paid and nonpaid 
individual drills, and temporary tours of active duty. 
The NCS provides a minimum of one annual 
2-week training period for each of its 21 IMAs. 
Paid drill participation for the IMAs is 100 percent. 


aay’ DEPLOY miaen 


* Total days is the cumnuiative number of days one or more IMAs were on site supporting each deployment. 
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Since August 1990, Ure IMA Program has provided 
more than 3 years of active duty days to support 

contingency and disaster relief operations. Exhibit 
3-4 provides information concerning OMNCS's FY 
1998 IMA deployment in disaster relief operations. 


INFORMATION SYSTEMS 

The Operations Division Information Systems 
systems required by the OMNCS at its primary and 
alternate sites. It provides technical support to 
OMNCS Emergency Operations Teams, offers help 
desk support to OMNCS staff, and coordinates 
OMNCS user information technology requirements. 
The branch recently transitioned Emergency 
Response Link (ERLink) into full operational use. 


Cx alleli 
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EMERGENCY RESPONSE LINK 

The ERLink Program is providing a controlled- 
access Web site designed to support 
communications within the emergency response 
community, including Federal, State, and local 
users. The ERLink Program office continued to 
focus on improving the response community's 
ability to share information. During FY 1998 
ERLink installed a number of enhancements, 
including content improvement, simplified 
information discovery, infrastructure improvement, 
and outreach. 


Content. Current, accurate information is 
essential for insightful, effective decision 
making during an emergency situation. In 
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addition to the existing upload capability of 
event-specific data such as situation reports 

and imagery, ERLink has added several daily 
features. One of the additions is the FEMA 
Daily Report, see exhibit 3-5, which is a synopsis 
of current activities, declarations, and forecasts 
of potential events. This report is also an 
extremely good summary for keeping the response 
also posted warnings and tracks from the National 
Hurricane Center for the hurricane season 

and storm watches. This data provides the 
response community an alternate source to 

the public National Hurricane Center Web site 
(http://www.nhc-noaa.gov). Using this source 
relieves the response community from having 

to compete with the public for resources during 
an actual event. 


Information Discovery. Based on user feedback 
from the training sessions and exercises held 
last year, enhancements were made to simplify 
accomplished this by reducing the directory 
structure 60 percent and incorporating a 
navigation tool bar. Additionally, ERLink 

now has a site search engine to allow information 
retrieval by topic rather than by owner. To 
keep track of personnel deploying to operations 
centers, ERLink posted a point-of-contact 
directory that permits users to publish 
information such as phone numbers, 
addresses, and e-mail information to a central 


Infrastructure. ERLink developed redundancy 
and robustness to ensure system availability. 
Its infrastructure improved with the addition 
of a backup server in a physically separate 
location, to carry traffic when the primary 
server fails. The backup server copies files 
between servers to minimize the loss of data 
and ensure each server is an exact mirror 
image of the other. These enhancements 
limit the potential loss of data and increase 
the likelihood that ERLink will be available 
when necessary. 


Outreach. ERLink continued to gain support 
within the response community doubling the user 
base in the last year to more than 500 accounts. 
Integration of ERLink into operations is evident by 
users uploading event data. This data includes river 
closure announcements during the tornado strikes 
in Tennessee, communication frequencies during 
the shutdown of the Davis-Besse nuclear plant in 
Ohio following tornado damage to the switchyard. 
Exercises such as RESPONSE ‘98 afforded 
Opportunities to provide exposure and training to 
new users. Also, ERLink created a demonstration 
Web site (http:/Avww.erlink.com) to showcase 
ERLink functionality and solicit the interest of 
potential users. 


PLANS AND RESOURCES 
The Plans and Resources Division provides 
management and oversight for finance, acquisition, 
strategic planning, manpower, and all other 
resources supporting the OMNCS. The Plans 
exercising authority and accountability over 

all resources allocated to NCS programs. The 
Division serves as the interface with the Defense 
Information Systems Agency (DISA) directorates 
Planning, Programming, and Budgeting System 
(PPBS) documentation and execution; and 
acquisition management. The Division also 
conducts analyses arid develops recommendations 
to the OMNCS and the DISA directorates on 
the optimal use of NCS resources to support 
mission requirements consistent with statutory 
and policy constraints. 


PLANING 

The Planning Team documents leadership's near-, 
mid-, and long-term strategic direction, vision, 
and priorities through the development of the 
Strategic Plan, the Future Year's Corporate Plan, 
and the Advanced Acquisition Plan. The 
Planning Team, through the implementation 

of the Performance Plan, accomplishes a 


_ comprehensive evaluation of organizational 


performance and effectiveness. 
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For day-to-day operations, the Financial Team | 
provides the overall fiscal direction for the | 
OMNCS. The Financial Team develops and 
produces all PPBS-related documentation 

for the OMNCS, including program objective 
memorandums, budget estimates, the President’s 
budget submissions, and all related exhibits. The 
team ensures that exhibits reflect decisions and 
directions from the Manager, NCS, and the DOD. 
The Financial Team also leads in the development, 
coordination and implementation of funding 
procedures as directed and provides guidance and 
assistance to non-DOD agencies involved in the 
NCS to ensure that their requirements are met. 
Additionally, the team provides fund citations, 
ensuring the availability of funds and compliance 
with fiscal laws, regulations, and policies. 


ACQUISITION MANAGEMENT 
Acquisition support includes aiding OMNCS offices 
in all aspects of the Agency-level acquisition 
process. This includes preparing acquisition stratery 
documentation, statements of work, acquisition 
packages, proposal evaluation packages, and support 
documentation for NCS programs and projects. 

The Acquisition Team also monitors contractual 
performance and budget execution performance 
rates, identifies deficiencies, ensures reporting 
accuracy, and recommends adjustments. 


CUSTOMER SERVICE 

AND INFORMATION 
ASSURANCE 

The Customer Service and Information Assurance 
Division provides support to the NCS COP and | 
COR, and the President's NSTAC. It also manages 
the OMNCS Information Assurance (1A), critical 
infrastructure protection, and PN modeling and 
analysis initiatives and addresses network and 
information security issues with the industry and 
Government NS/EP community. Additionally, the 
division identifies and validates NS/EP 
telecommunications requirements to ensure NCS 
responsiveness to customer needs. The following 
paragraphs describe the Customer Service and 
Information Assurance Division's FY 1998 activities. 


NCS COMMITTEE OF PRINCIPALS / 
COUNCIL OF REPRESENTATIVES 
The NCS COP and COR each met twice during 
FY 1998. The Deputy Manager, NCS, presented 
the Manager’s Annual Report at the August COP 
meeting. The Manager's Annual Report assessed 
OMNCS programs and activities during FY 1998 
and presented new and ongoing initiatives. 

During the year, the COP concurred 
with the proposed revision of the National 
Telecommunications and Information Administration 
Emergency Reaciness Plan for Use of the Radio 
Spectnen. The COP and COR also concurred with 
the NCS response to the NSTAC XX Executive 
Report and nominated Federal Government 
members to the TSP System Oversight Committee. 

The NCC Vision Implementation Team, 
composed of NCS agency representatives, 
continued its partnership with the NSTAC’s 
Operations Support Group (OSG). The team 
helped develop the NCC Intrusion Incident Reporting 
Criteria and Format Guidelines for use in the NOC’s 
electronic intrusion incident information processing 
pilot. NCS member organizations had the 
opportunity to participate in the pilot. At year’s 
end, the team continued to review, in conjunction 
with the OSG, the NCC’s ability to accomplish its 
expanded mission focusing on facilities, staffing, 
funding, supporting systems, and resources. 


THE PRESIDENT’S NATIONAL 
SECURITY TELECOMMUNICATIONS 
ADVISORY COMPAITTEE 

The President's NSTAC held its 20th and 21st 
sessions on December 11, 1997, and September 10, 
1998, respectively. The major agenda items for 
those meetings were critical infrastructure 
protection, cyber security and crime, and the Y2K 
technology problem. NSTAC acknowledged the 
special national security risks stemming from 
society's increasing reliance on information systems 
and networks and the heightened 
interdependencies among infrastructures. The need 
for industry/Government partnerships to address 
these challenges was a common theme that 
underscored the importance of the NCS/NSTAC 
model for collaboration. 
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In keeping with its mission of providing the 
President with a unique source of national security 
telecommunications policy expertise, the NSTAC 
approved recommendations to the Presiden: ir: the 
following areas: 


® = Critical infrastructure protection 


® Y2K coordination and contingency planning 
for telecommunications 


® = Industry/Government cooperation o1 cyber 
security 

® Financial services information assurance 
risks 

@ Measures to reduce the likelihood of a 
widespread telecommunications outage 


® Research and development of intrusion 
detection technologies. 


The NSTAC XX and XXI reports to the 
A summary of the recent activities of the NSTAC’s 
Industry Executive Subcommittee (IES) and its 
working groups follows. 


NSTAC’s Industry Executive Subcommittee 
Activities. The NSTAC's principal working body 
is the IES. A key role of the NSTAC’s IES is the 
identification and analysis of new NS/EP 
telecommunications issues. This subcoumittee 
oversees the development of work plans for its 
subordinate groups and the conduct of outreach 
to industry and Government. After NSTAC XX 
and XXI, the IES identified several new topics for 
investigation and targeted its outreach efforts to 
industry and Government groups involved in 
similar work. In particular, the subcommittee 
shared informaticn on NSTAC successes, including 
insights into industry/Government partnerships, 
with the President's Commission on Critical 
Infrastructure Protection (POCIP) Transition 
Team and the National Infrastructure Protection 
Center (NIPC). Since the President signed 
Presidential Decision Directive (PDD) 63, “Critical 
Infrastructure Protection,” in May 1998, the IES 
worked closely with the Critical Infrastructure 
Assurance Office established by PDD-63 to 
facilitate a favorable industry/Government 
partnership in the area of critical infrastructure 
protection. The IES continued to meet monthly 
to carefully follow and guide, where necessary, its 
subgroups’ activities. Exhibit 3-6 illustrates 
NSTAC's organization. 


Network Group 
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NSTAC’S Information Infrastructure Group (1IG) 
Activities. In FY 1998, the IIG focused on LA, 
(EC), and cyber security. The IIG has two 
subgroups—the Transportation Information 
Infrastructure Risk Assessment Subgroup and 

the EC/Cyber Security Subgroup. 

The Transportation Information Infrastructure 
Risk Assessment Subgroup is working in close 
cooperation with the Department of Transportation 
and transportation industry associations to complete 
a risk assessment on the transportation sector's 
dependencies on telecommunications and 
information systems. This is a follow-on to the IIG's 
Interim Transportation Risk Assessment Report 
presented at NSTAC XX. 

The EC/Cyber Security Subgrour is examining 
the NS/EP implications of EC in both industry 
and Government. The subgroup developed an 
issue paper on cyber training and forensics, 
focusing on the importance of industry and 
Government cooperation and dialogue. Based 
on the subgroup’s findings in this area, the IIG 
included the following recommendation to the 
President in its NSTAC XXI report: 

The President should direct the appropmate 
departments and agencies to continue working 
with the NSTAC for the development of policies , 
procedures, techniques, and tools to facilitate 
joint mdustry/Government cooperation on 
cyber security. 


NSTAC’s Network Group (NG) Activities. 
Issues related to Y2K, network security R&D, 
and telecommunications and Internet outages 
dominated the NG's work during FY 1998. 
Y2K: In response to a request from 
the Manager, NCS, to NSTAC, the NG 
examined actions under way to prepare the 
telecommumications infrastructure for the 
year 2000 date change. The NO’s report to 
NSTAC XXII included two recommendations: 


® Government should develop contingency 
plans to respond to Y2K induced service 
impairments and fulfill mission-critical NS/EP 
‘bili 


® = The President should direct his Y2K focal 
point to ensure the coordinacaon of the 
Government's requests for Y2K readiness 
industry. 


In July the NG Chair and the Deputy 
Manager, NCS, addressed the Senate Special 
Committee on the Year 2000 Technology 
NSTAC and OMNCS were taking to address 
Y2K readiness of NS/EP telecommunications 
services. As test results become available, the 
NSTAC will continue to monitor the Y2K readiness 
of the telecommunications infrastructure and 
provide its insight on this matter to the President. 

Widespread Outage: The NG's Widespread 
Outage Subgroup suppicmented its 1997 report after 
to a widespread telecommunications outage. It 
concluded that |) a widespread outage remains 
unlikely, 2) continued reliability of the PN depends 
on established entrants and new entrants adhering 
to industry standards and best practices, and, 3) the 
focal point for industry/Government coordination of 
response to a widespread outage should be the NOC. 

Research and Development: As a follow-on 
to the Intrusion Detection Subgroup’s work, the NG 
plans to sponsor an R&D exchange to address the 
growing convergence of telecommunications and 
the Internet and how industry, Government, and 
academia should collaborate on network security 
R&D. The R&D exchange will occur on October 
20 and 21, 1998, in cooperation with the Office of 
Science and Technology Policy (OSTP), Purdue 
University, and the Institute of Electrical and 
Electronics Engineers. 

The output from this session will be captured 
in a nonattribution report with the findings and 
recommendations of the R&D exchange 
participants, as appropriate. 

NS/EP and Internet Failures: The NG 
expanded its study of this issue as a result of 
discussions held at the NSTAC XX meeting. The 
purpose of this effort is to determine how NS/EP 
operations might be affected by possible Internet 
failures. The NG plans to: 
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® Determine the extent to which NS/EP 


: 


The LRG reviewed the POCIP 


operations will depend on the Internet during | recommendations for potential legislative and 
_ regulatory implications for NS/EP 


the next 3 years 


NSTAC's similar studies of the PN 


@ Examine how! liabili ilabilicy. 
and service priority issues apply to NS/EP 
operations. 


The NG plans to report its findings to 
NSTAC XXIlL. 


NSTAC’s Legislative and Regulatory Group 
(LRG) Activities. The LRG considers legislative, 
affect NS/EP telecommunications. In addition to 
monitoring NS/EP issues related to implementation 
of the Telecommumications Act of 1996, the LRG 
addressed several other issues, including National 
the legal and regulatory recommendations of the 
PCCIP, and PDD-53. 

The LRG continued assessing the 
implementation of the Network Reliability and 
Interoperability Council's recommendations on 
National Services. The LRG developed a 
forward-looking analytical approach to help the 
address potential effects of emerging National 
Services and to facilitate public awareness of selected 

As part of their review of intergovernmental 
NSJEP telecommunications relationships, the LRG 
also examined options for enhancing 
communications on NS/EP telecommunications 
matters among industry, the FOC, and other relevant 
with the NCS, the FOC, and the OSTP prompted 
the LRG to develop procedural guidelines to help 
telecommunicatiors carriers resolve issues with the 
FCC when critical emergency telecommunications 
functions need to be restored quickly. 


telecommunications. Although the group found 
many of the recommendations to be consistent with 
previous NSTAC findings, it is continuing its 
assessment of those regarding information sharing, 


particularly the effect of the Freedom of Information 
_ Act on industry's willingness to share. The LRG 
__ also conducted a preliminary analysis of PDD-63. 


__ NSTAC’s Operations Support Group Activities. 
| The OSG continued to evaluate the overall progress 
and direction of NS/EP operational activities. In 


FY 1998 the OSG continued oversight of the NOC 
Vision-Operations (formerly NCC Vision 


Subgroup) and the National Coordinating 


Mechanism (NCM) subgroups. 

NCC Vision-Operations Subgroup: As 
warranted by evolving technology, industry 
composition, and threats, the subgroup continued to 
assist the NOC in expanding its activities to include 
the collection and dissemination of information on 
electronic intrusion incidents. The subgroup began 
reviewing the structure of the NOC to accomplish 
this expanded mission, focusing on facilities, 
staffing, funding, and support tools and resources. 

In May 1998 the IES approved the NOC 


| Intrusion Inadent Reportmg Critena anu Format 
_ Guidelines developed by the subgroup for use in the 


— NOC's 120-day electronic intrusion incident 


officially began in June 1998 for processing reports 
and network operators regarding PN electronic 
The subgroup also continued to monitor 
PDD-39, “U.S Policy on Counterterrorism,” 
PDD-42, “Combating Terrorism,” and Global 
Information Infrastructure for their impacts on 


NS/EP telecommunications. 


National Coordinating Mechanism 
Subgroup: The NCM Subgroup developed an 
NCM concept that includes processes for providing 
Federal Government decision makers with real- 
time information regarding critical national 
infrastructure components. The NCM concept 


sy 


also calls for the creation of a joint industry/ 
Government infrastructure planning forum. 
Members of the IES met frequently with 
Government officials from the POCIP Transition 
Team and the NIPC to discuss the NCM concept. 


INFORMATION 

ASSURANCE ACTIVITIES 

The IA Branch supported network security and LA 
initiatives of the President's NSTAC and helped 
activities of other Government and private 
organizations. Branch initiatives include assessment 
of the natural, technological, and electronic 
intrusion threat to NS/EP telecommunications and 
the PN modeling and simulation capability of the 
Network Design and Analysis Center (NDAC), 
geographic information system capabilities for 
the OMNCS. 


Network Security information Exchange (NSIE) 
Activities. The joint meetings of the NSTAC and 
Government NSIEs allow industry and 
Government representatives to exchange 
information on threats to and vulnerabilities of the 
network in a trusted environment. The NSIEs also 
operate a limited-access World Wide Web server to 
enhance the capability of members to exchange 
sensitive information outside their NSIE meetings. 

in addition to their continuing efforts to 
examine the overall security of the PN and its 
critical components, the NSIEs focused on the 
insider threat to critical national information 
systems this year. In June 1998 they sponsored a 
workshop on this topic. The audience included 
business agreements with vendors, contractors, 
customers, and business partners; developing and 
implementing computer security policies, 
implementing human resources policies, procedures, 
and practices. More than 100 individuals from over 
50 organizations attended the workshop. 


Interagency LA Activities. |n addition to working 
closely with industry, OMNCS staff participated in 


———_ 


numerous interagency activites related to network 
security and LA. The NCS cantinued to work 
with the cnnncal infrastructure protection 
commumnity to establish a nanonal tramework 

for protecting crincal information infrastructures 
from physical and cybex threats. The LA Branch 
continues to coordinate information exchange 
among the DISA’s Automated Systems Secumty 
Incident Support Team, the OMNCS, and 

the NOC. Finally, representatives of the OMNCS 
continued to participate in the National Secumty 
Telecommunicanons and Informanon Systems 
Secunty Commuttee, which examines high-level 
pol.cy issues associated with national 
telecommunications and information systems 


security policy. 


Modeling and Analysis. The NDAC supports 
LA activities and initiatives through 
telecommunications network modeling and 
analysis. A continuing objective ts to maintain 
a current and valid data model of the United 
States PN. 

The LA Branch, in conjunction with the NOC 
and the GETS Program Office, is developing a 
secure link herween the NDAC and the OMNCS 
to allow real-time access to PN database and 
mapping capabilities. In addition, the LA Branch is 
developing a Web browser database and mapping 
application to serve as an enhancement to current 
LEC Map tools. 

LA personnel continued to adapt current 
models to changes in PN architectures and 
routing schemes arising from the introduction 
of new carriers, networks, and technologies, 
such as Synchronous Optical Network (SONET) 
and Asynchronous Transfer Mode (ATM). 
SONET/ATM technologies are being integrated 
into existing network performance analysts software 
and new tools are being developed to handle the 
impact of LNP and SS7 technologies. 

The LA Branch, in conjunction with the 
NSTAC NG, continued to analyze the 
interdependence of the Internet and the PN with 
respect to potential vulnerabilities that could lead to 
a widespread Internet outage and the impact of this 
type of outage on NSYEP telecommunications. 
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NCS DEFORMATION ASSETS 

In pertormung ss management tunchons. 
the OMNNCS coordinated and mamtamned 
NCS issuances, published the NYEP Telecom 
News and the FY97 Nanona Commacucanoms 


and management of the NCS. In FY 1998. 
the OOP endorsed NCS Directive 2-4, 
“Government Emergency Telecammunacanons 
Service (GETS) Uage.” 

The OMNCS forwarded the directrve. 
through the NCS Excoutiwe Agent. to the OSTP 
for approval. 

The OOR camourred in revised ssuances of 
NCS Darectrve 3-1, :eteconmmamican rs: Scrce 
Pronry (TSP) System tor Nanomal Sear Emergency 
Preparedness (NSEP); and NCS Manual 3-1-1, 
Telecomemeacanoms Serace Prom (TSP) System tor 
Nanomal Seounry Exnengency Pronarediness ( NSEP) 
Service User Manual: and NCS Handhonok 3-1-2. 
Semace \ enaor Handhank tor the Telecommamacaucms 
Senace Prony (TSP) System. 


NYEP Tdecom News. NEP Telecom News. 
published quarterty by the OMNCS. prowides 

an NSVEP impact assessment tor the NCS and 
NEP telecommumnicanons communaty and helps 
the NCS member organiwzanons keep abreast ot 
legustatrve, regulatory. pudacial. technological. and 
eacoutrve developments. 


NCS Homepage. The NCS homepage 
(hiapsiferwnce.goy ) prowides internet chents 
and browsers a chance to learn shout the NCS. 
its programs, and ets assacsaton with the 
telecommumnacanons mdustry. The hamenage 
cantains the NCS hastory, mnformanon about 
NCS programs and actremes, and ankine versions 
af NCS publicanons. 

The OMNCS created an External Affairs 
homepage m january | 998 to manage mcreased 
demand for NSEP telecoramurucanons 
information. The homenage holds current and back 


issues of the NS/EP Telecom News and tact sheets on 
vanous NCS programs. 

in bamuary the OMNCS created 2 
Telecommumnicanons Speech File Service. 
tughhghrmge prepared remarks tram Government 
leaders and telecammumnicanons specialists on 
NS/EP relecommumications cancerns ranging trom 
Y2K to LA. In addition, the NCS launched ats 
Electramic News Service m january, providing 
inmemet subscriber: with current news on NS/EP 
TelecoOMMUNICANIONS Issues. 


RSQUEREAAENTS 

The OMNCS Reguirements staf » responsible tor 
identitvmg. evaluating, and validating NS/EP 
Communications reguirements tor the NCS. The 
Requirements staff works m conjunction with the 
OMNCS Reguirements Forum. The Reguiremert: 
Forum consists of representatives trom each of the 
OIMNCS dGrewons. The torum prowides an 
ongoing Pracess tor denritvme and discussing 
requirements across the OMNCS and anpivine the 
Maximum agency expertise and expenence toward 
addressing wdentihed customer needs. in addimon. 
the torum serves to opmmae the OMNCS customer 
intertace and parucipanon m the requirement. 
process. The tollowing paragraphs describe the 
acoamplishments of the Reguirements staft durmp 
FY 1998 


Cacstamet Regaarements Baseirc 
Reguirements staft, through the OMNCS 
Reguirements Forum. campieted the development 
ot a Customer-Based Remaremenss Repo Ths 
report was an mrermal too) that tormed the bast tor 
the shorttalls assessment. the next phase of the 


mandates. and durectrves, and the gathering of 
requirements based on teedhack tram che OMNCS 
staft’s daily mnmeracnions with customers. The repor 
cansohdated alll adentithed requirements. sorted the 
requirements bw genenc NS/EP user 
COMMUNICATIONS Categanes (Ue. Pemsan—tlo-persan. 
messaging, access to distribured wtormanon |. and 
documented the official source of cach requirement 


W/ 


Requirements Shortfalls Assessment. The 
Requirements staff conducted a shortfalls assessment 
by evaluating each requirement against known 
capabilities. The staff used the following criteria 

to evaluate each requirement: 


@ Is the requirement within the NCS mandate? 


® == Are there current OMNCS 
programs/initiatives that address the 
requirement? 


@ = Are there current NCS member organization 
programs/initiatives that address the 


requirement? 


@ Is there current or emerging technology that 
addresses the requirement? 


Those requirements with known solutions— 
either through existing programs/initiatives 
or technology epplications—were incorporated 
into the OMNCS Customer Outreach Program 
so that the OMNCS can communicate them 
to the customer community. The remaining 
requirements—those without known identifiable 
solutions—were designated as shortfalls. 

The Requirements staff, in coordination 
with the Requirements Forum, will confirm 
with customers that the identified shortfalls 
remain valid requirements and then will forward 
all validated shortfalls to the OMNCS Plans 
and Resources Division for incorporation into 


Focused Requirements Assessment Studies. 
The Requirements staff conducted two major 
research efforts during FY 1998. The first study 
focused on radio frequency management at 
disaster locations. The staff initiated this study 
as a result of complaints heard frequently during 
ERT exercises. The Requirements staff conducted 
a thorough research and analysis effort to 
understand and evaluate the current issues 

and problems associated with frequency 

The research effort involved discussions with 


FEMA, the National Telecommunications 

and Information Administration (NTIA), 

the FCC, and DOD organizations, including 

the Joint Spectrum Center. The final report 
documented the issues and outlined recommended 


actions. 


The second study focused on identifying 


_ potential gaps between the Government's 


requirement for assured connectivity and the level 
industry routinely provides. The OMNCS, in 
coordination with the Nuclear Regulatory 
Commission (NRC), initiated a pilot project 

to address this issue at NRC. The pilot consisted 
of three primary phases: 


_ @ = Identification of the NRC's minimum essential 


communications requirements needed to 
sustain NS/EP activities 


® = Identification and analysis of the 
communications infrastructures currently 


supporting these requirements 


® = Identification of any gap between the 
NRC’s communications requirements and 
industry's current service offerings, specifically 
in the context of a widespread outage of 
the PN. 


The final report on this study, with findings, 
recommendations, and lessons learned, was issued 
September 10, 1998. 


Requirements Assessment Awareness. |n an 
effort to help facilitate the requirements process, 
the Requirements staff initiated two awareness 
efforts during FY 1998. The first, a Requirements 
Assessment brochure, outlines the requirements 
process and each participant’s roles and 
responsibilities. The Requirements staff broadly 
distributed this brochure and posted it on the 
The second effort involved establishing 
an Internet mailbox for customers to forward 
their requirements and comments. Customers 
may now contact the Requirements staff at 


NSREOTS@ncs.gov. 
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AND STANDARDS 

The Technology and Standards Division develops 
technical studies, analyses, and standards that 
promote the reliability, security, and interoperability 
of NS/EP telecommunications. The division 
emphasizes incorporating advanced, cost-effective 
technology into NS/EP communications programs. 
In fulfilling this mission, division personnel evaluate 
emerging technologies to mitigate technical 
impediments to interoperability and satisfy NS/EP 
requirements. Division personnel use this 
information as they participate in industry and 
international standards organization meetings to | 
ensure that NS/EP requirements are incorporated in 
the standards and recommendations developed. 

The following paragraphs highlight the major 
projects undertaken by the Technology and 
Standards Division during FY 1998: 

Number Portability (NP). Standards are 
evolving rapidly in NP. NP allows subscribers to 
keep the same telephone numbers when changing 
carriers. For NS/EP users, the benefit is that NP can 
be used to simplify directory services when workers 
relocate to manage emergency communications. 
This year, the OMNCS contributed to the 
development of the standard ANSI T1.660-1998, 
Call Completion to a Portable Number (CCPN), 
which describes the SS7 network capabilities for 
completing calls to end users with portable numbers. 
CCPN is a core NP capability. CCPN determines 
that the called number is portable, ascertains the 
serving switch for the call, provides routing 
information to route the call to the serving switch, 
and incorporates additional information into the 
call request to enable the serving switch to connect 
the call to the called end user. 

International Mobile Telecommunications- 
2000 (IMT-2000). IMT-2000 is an International 
Telecommunication Union (ITV) initiativ chat 
uses a “family of systems” concept to unify the 
existing diverse wireless systems into an 
interoperable global infrastructure capable of 
offering a wide range of services, including global 
roaming. This means that different technologies | 
offering the same type service can be part of the 
standards “family.” The OMNCS is determining the _ 


i 


TECHNOLOGY 


implications of IMT-2000 for NS/EP 


_ telecommunications. The OMNCS anticipates 

_ that IMT-2000 will mature around the year 2000. 

_ Of particular interest to the NCS are two draft IMT- 
_ 2000 recommendations, Q.1701 and Q.1711. 


Q.1701 defines a framework for IMT-2000 
networks. It also provides an overall framework for 
developing IMT-2000 signaling requirements. 
Q.1711 defines a network functional model for 


_ IMT-2000. In addition to defining the generic 


functional model, it identifies specific network 
functions that are necessary to support IMT-2000 
network capabilities. The ITU plans to approve 
both Q.1701 and Q.1711 in early 1999. 

Personal Communications Services (PCS). 
The OMNCS, in support of NS/EP requirements, 
completed development of the Enhanced Priority 
Access and Channel Assignment (PACA-E) Stage 
1 description (ANSI T1.706). PACA-E extends 
PACA to NS/EP users of digital wireless PCS in the 
1900 megahertz band and provides for treatment of 
Committee T1P1, which is the accredited standards 
technical subcommittee on wireless/mobile services 
and systems. The Stage | description defines the 
service from the user’s perspective by describing how 
the user interacts with the service. The document 
outlines how a PACA-E call is handled and 
describes the service's interaction with other 
existing services. 

Major OMNCS efforts now focus on 
standardizing the Stage 2 service description for 
PACA-E. The Stage 2 description depicts the 
network architectures and message flows needed 
to implement the PACA-E service and describes 
how the various network entities interact to provide 
the service. This Stage 2 document is defining 
a new feature, PACA-E egress, which defines 
how a call attempt is queued on the egress side 
of the network. When finished, service providers 
can use it to implement queuing on the egress side 
of their networks. 

The OMNCS provided leadership in the 


_ development of the Stage | description of a new 
_ standard for Wireless Emergency Services ()-STD- 
_ 034). The standard extends emergency services 


capabilities previously available only for wireline 
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services to cellular/PCS radio terminals. The 
Stage 1 document provides a service description 
that includes normal operation, feature interaction, 
and all actions relevant to the service as perceived 
by the user. 

The OMNCS also actively participates in 
joint projects between the Telecommunications 
Industry Association (TIA) committee TR45 and 
TIP1 concerning Enhanced Wireless Emergency 
Services. When developed, these standards will 

Federal Wireless Users Forum (FWUF). 
The FWUF provides an opportunity for current 
and future Government users of wireless services 
to obtain information on various types of services. 
The OMNCS facilitates the FWUF, focusing on 
technical issues and policies having implications 
for NS/EP telecommunications. The FWUF, the 
Federal Wireless Policy Committee, and the 
OMNCS co-hosted a workshop in May 1998. 

The workshop addressed wireless business strategies, 
future wireless requirements, and user wireless pilot 
programs. A total of 113 people representing 
Federal, State, and local governments, wireless 
equipment manufacturers, and service providers 
attended the workshop. 

Land Mobile Radio (LMR). LMR is a critical 
component of NS/EP communications. It is the 
common denominator for Federal, State, and local 
government personnel responsible for providing on- 
site support for NS/EP events. LMR, also called 
dispatch mobile radio, is widely used within every 
Government department and agency, and is 
particularly valuable in NS/EP operations. 

The Federal Government continues to 
transition to 12.5 kilohertz (narrowband) 
bandwidth channelization; this transition readily 
permits the use of the current technology for digital 
encryption and other advanced features. The 
OMNCS is a key participant in national and 
international standardization efforts for digital 
narrowband LMR, including the joint Federal, 
State, and local government standards effort called 
Project 25. The OMNCS updated its Federal 
Telecommunications Recommendation (FTR) that 
recommends the published TIA Project 25 
documents, and OMNCS has also issued a new 


version of the CD-ROM containing the 30 
recommended Project 25 TIA documents. 

HF Radio Communications. The OMNCS 
participated in the development of military 
standards and Federal recommendations for 
tl e next generation of HF automatic link 
establishment (ALE) radio systems. This year, 
two FTRs were published and added to the 
following comprehensive series of standards for 
adaptive HF radio: FTR 1047/3, High Frequency 
Registration, and FTR 1050, High Frequency Radio 
Baseline Parameters. 

FTR 1047/3 defines procedures for the 
orderly management of address codes. HF radio 
networks that employ ALE adaptive radio 
controllers use these codes. To facilitate the 
management of address codes, the FTR defines 
a standardized ALE address format that minimizes 
the possibility of address duplication, thereby 
helping to ensure interoperability within the 
Federal community. 

FTR 1050 establishes technical parameters 
and design objectives that are necessary to ensure 
interoperability of new fixed, transportable, and 
mobile radio equipment designed to operate in the 
HF band. The FTR also establishes a level of 
performance that is necessary to satisfy Federal users. 

Multimedia. OMNCS personnel actively 
participate in developing national standards and 
international recommendations for multimedia 
service definition and multimedia systems, including 
the associated protocols, signal processing, 
terminals, and modems. 

The ITU Telecommunication Standardization 
Sector (ITU-T) made substantial progress in 
FY 1998 in developing and approving technical 
recommendations for improved communications 
codings and control protocols for multimedia 
interest to NS/EP telecommunications are 


| recommendations for multimedia traffic over 


the General Switched Telephone Network (GSTN) 


_ (H.324 and H.324/Mobile), Broadband Integrated 


Services Digital Networks (B-ISDN)/ATM 


_ Networks (H.310), Integrated Services Digital 


Network (ISDN) (H.320), guaranteed Quality 
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of Service (QoS) LAN (H.322), nonguaranteed 
QoS LAN (H.323), and Adaptation of ISDN 
to B-ISDN (H.321). 

Of the aforementioned recommendations, 
the one holding the most interest for the 
NCS is the nonguaranteed QoS LAN (H.323). 
The optional gateway defined in H.323 is the 
ther ' y resulting in a global multimedia 
env ament. Another entity in H.323 is the 
gatekeeper that provides address translation 
and contiol access to the network for H.323 
terminals, gateways, and Multipoint Control 
Units (MCU). The MCU provides conferencing 
for three or more participants. 

The ITU-T is working on Draft 
Recommendation V.90, a 56 kilobits-per-second 
(kbit/s) rxodem thax allows the user to upload at 
33.6 kbit/s and download at speeds up to 56 kbit/s 
technologies that did not interoperate were used. 
With this recommendation, interoperability will 
be possible. 

Multimedia Performance Handbook. The 
OMNCS, in a cooperative effort with the NTIA’s 
Institute for Telecommunication Sciences, 
developed a CD-ROM-based multimedia 
performance handbook. The handbook provides 
performance characteristics and references to 
multimedia standards. Government personnel can 
use this handbook as a tool to aid them in selecting 
video teleconferencing systems. 

Facsimile. Through the leadership of the 
OMNCS and driven by U.S. experts and technical 
contributions, the ITU-T developed a suite of 
transmissions over Internet Protocol (IP) networks. 
The availability of networks based on IP technology 
provided an NS/EP opportunity to use the Internet 
as a medium for the transmission of facsimile traffic. 
While a number of implementations exist, none 
originated from standards or recommendations. 
With this in mind, the ITU-T authorized the study 
and development of a family of recommendations 


transmission medium. ITU-T, in collaboration with 
the Internet Society (ISOC), developed three 

new recommendations and several new ISOC 
Requests for Comments (RFC). The approval 

of these new recummendations and F - Cs helped 
ensure the interoperability of facsimile gateways 

on IP networks. 

Network Management. OMNCS personnel 
serve in leader:nip positions for the development 
of standards for high-speed networks. There 
has been a particular focus on developing a new 
family of international standards for online 
automation of network management operations 
and data interchange between commercial 
telecommunications service providers and their 
customers. This work is being conducted in the 
ITU-T Study Group 4, Telecommunications 
Network {anagement and Network Maintenance. 
In addition, the international consortium known as 
the Network Management Forum, the ANSI T1M1 
standards committee, and the U.S. Electronic 
Communications Implementation Committee also 
work on many critical issues that affect che 


defined in this standard are additions to the 
previously approved baseline standard (ANSI 
T1.328). The stardard provides a common 
understanding of the nature of above-baseline 
physical threats that can place stress on 
telecommunications links. The use of this standard 
by the Federal Government will help ensure that 
afforded physical and technical protection 
commensurate with that mandated in E.O. 12472. 
Asynchronous Transfer Mode. Three major 
issues confronting the ATM standards developers 
are controlling congestion in networks without 


that would define the service and provide a connections to conserve bandwidth, and moving 
technical solution for using the Internet as a the ATM interface closer to the user and workplace. 
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Another ATM standards issue is switched 
video. Switched video will soon become a practical 
addition to homes and workstations, facilitating 
information transfer to NS/EP workers. OMNCS 
personnel are working with other Government users 
organizations to ensure that they understand how 
NS/EP architectures can incorporate these 
technologies. Analyses to develop strategies for 
obtaining priority treatment for NS/EP calls 
indicate that the solution may be reliance on the 
ATM layer itself. 

The ATM Forum, a specifications developing 
body, initiated a new work item, a “Cookbook of 
ATM Solutions.” The threefold purpose of this 
work item is to make it easy for designers of 
communications solutions to design solutions based 
on ATM technology, to make it easier for vendors to 
develop and support ISDN applications, and for 
users to understand and install solutions. The 
publication of this document will help simplify the 
implementation of ATM solutions and move ATM 
technology further into the mainstream. 

Federal Telecommunications Standards 
Committee (FTSC). In concert with its 
technology activities, the OMNCS manages the 
Federal Telecommunications Standards Program. 


This program develops NS/EP-related standards and 
recommendations through the FTSC and through 
commercial, national, and international 
organizations. Established in 1972, the 
governmental interagency FTSC, chaired by the 
Chief of the Technology and Standards Division, 
held its 300th meeting in March 1998. In the 
coming year, it is expected that the committee will 
examine network management and end-to-end 
priority systems to determine whether additional 
standardization is needed, either in the commercial 
and international arenas or as FTRs. 

Strategic Architecture. The Technology and 
Standards Division develops a strategic architecture 
that defines future capabilities to fulfill NS/EP 
requirements. The architecture is a melding of 
requirements, developed by the Customer Services 
and Information Assurance Division, with forward- 
looking, commercially standardized products 
and services. 

FY 1998 Products. Exhibits 3-7 and 3-8 
present highlights of significant accomplishments 
in the technology and standards area. Exhibit 3-7 
lists technical notes and technical information 
bulletins prepared by the Technology and Standards 
Division for member organizations and other 
Government agencies. Exhibit 3-8 lists FTRs 
developed by the FTSC. 
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NFORMATION BULLETINS 


TITLE DATE NUMBER 
internet Protocol, Next Generation (IPng) a.k.a. IPV6 December 1997 TN Vol. 4, No. 5 
The Evolution of Telecommunications Architectures April 1998 TN Vol. 5, No. 1 
Wireless Positioning Techniques and Services July 1998 TN Vol. 5, No. 2 
Characterization of Above-Baseline Physical Threats December 1997 TIB 97-3 
to Telecommunications Links 
Preferential Treatment of Mixed Mode Traffic February 1998 TIB 98-1 
in Asynchronous Transfer Mode (ATM) Networks 
Selected ATM/internet Protocol (iP) Technical interface February 1998 TIB 98-2 
Considerations 
Asynchronous Transfer Mode (ATM) in Satellite Environment June 1998 TIB 98-3 
Selected Asynchronous Transfer Mode/Emerging Satellite June 1998 TIB 98-4 
Communications Technology interface issues 
Signaling System Number 7 Standardization June 1998 TIB-98-5 
Asynchronous Transfer Mode Standardization June 1998 TIB 98-6 


"a alloli ae ins: 


TELECOMMUNICATIONS 


RECOMMENDATIONS 


TITLE DATE NUMBER 
Project 25 Radio Equipment July 27, 1998 FTR 10248-1996 
High Frequency Radio Automatic Link Establishment March 6, 1998 FTR 1047/3-1998 
Addressing and Regsstration 
High Frequency Radio Baseline Parameters July 20, 1998 FTR 1050-1998 
Video Teleconterencing Services at 56 to1 920 Kbps October 30, 1997 FTR 1080-1997 
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TELECOMMUNICATIONS 
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DEPARTMENT OF STATE (DOS) 


® Implement and manage a reliable, 
secure, responsive, survivable, cost- 
—-- + acres 


r Provide communications support 


The aren whey ber 71 | 
Department's mission is to support the Management and the Diplomatic 
President in formulating and executing US. Government agencies at U.S. overseas Telecommunications Service (DTS) 
ate . 
Essential DOS telecommunications Maintain a rapid response capability via 
functions include — alternative means to ensure the 
continuous availability of effective 


DOS SIGNIFICANT ACCOMPLISHMENTS 


The Department provided imagery, automatec data processing, voice, and high-speed data services to the Department of 
Defense Counter-Narcotics Command Management System. 


The Department provided voice services to the foreign affairs community thr :ugh the DTS network of satellite, fiber, and 
leased-tne transmission media. 


Department personnel installed and maintained wireless high frequency, very high frequency/ultra high frequency, tactical 
satelite, and international maritime satellite domestic and overseas communications systems. The Department also managed 
and maintained the Washington Area Radic Network. 


The Department provided and supported Protective Radio Packages for domestic and overseas protection of the Secretary 
of State and designated diplomats. in addition, it supported the Secretary of State when traveling using Transportable 


Jeo ne ne ge em oe nen ce nee ree mart 
protection of data transmissions. The Department's Certification Authorization Workstation became fully operational on 
August 3, 1998. it is capable of producing Fortezza x.509 certificates at the sensitive but unciassified level. The Department 
also Continued to improve its anti-virus security posture by adding a second layer of protection against malicious code at its 
Network Control Center Firewall Gateway location. Real-time on the fly checking of inbound and outbound Simple Mail Transfer 
Protocol e-mail attachments began on June 3, 1996. The Department shipped a new version of Norton Software Distribution 
Utility that provides automatic rollout of Norton anti-virus software for Windows NT and Windows 95, definition update files, and 
virus scanning options to ali bureaus and overseas posts in June 1996. The capahility to remotely distribute the software and 
associated features will save thousands of staff hours annually. The Department wil install the Trend Micro interScan (Viruswail) 
software on its 3rd Enciave's Rich internet Access to provide malicious code protection for File Transter Protocol and Hypertext 
Transter Protocol downioads via the internet. 


The Department upgraded its mainframe systems in support of mission-critical systems modemization and Year 2000 (Y2K) 
activites. The Department also modemized five of the mission-critical mainframe applications and awaits Y2K certification. 

A Y2K-compuant platiorm is replacing the mainframe operating system software piatiorm. Currently 9 of 12 mainframe partitions 
are Y2K-compliant and await Y2K certification. All maintrane related systems are on track to meet the Y2K compliance testing 
criteria. The Department also constructed new Y2K-compliant central infrastructures for both its unclassified and classified 
e-mail systems. The three-tered architecture principle serves as the basis of the design for both networks and uses the 

X.400 transmission protocol. 


The Department installed a RED matrix switch in its Messaging Center to more effectively switch internal data circuits DOS 
installed the switch along with controlier software to allow tests and contro! cf classified circuits from a central console position. 
The installation allows the removal of 2 RED patch panets and 2 Link-2 multiplexers, that the Department used for internal 
switching. A second switch instaiied in Main Frame Systems allows that group to benefit through the increased efficiency of 
automated switching. This installation enhances the already existing BLACK matnx switch. 
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DEPARTMENT OF THE TREASURY (TREAS) 


TN *ee 
tor developing information technology 
applications to improve Federal Government 
performance within the National 

_ Performance Review framework. The GITS 

_ Board affords significant opportunities to 

_ examine and enhance NS/EP, with emphasis 

__ on law enforcement and security initiatives 

| and programs. 


Information Officer (CIO), under the | CURRENT /ONGOING 
Assistant Secretary of the Treasury for NS /EP 
®@ Protecting the President, Vice _ Management. Under this office, the -— TELECOMMUNRICATIONS 
President, their families, and other | atten mae ner seam ACTIVITIES 
dignitanes _ (CSM), oversees National Communications | TREAS continues its activities as Co-Chair 


. - —_ aren st rey prea __ of the Federal Law Enforcement Wireless 
Managing the economic activities activities. Director, , also provides | UJ Group ensure the development ot 
the United States, including all _ management guidance and financial | cunaiitel ermeten * remarry , 
monetary, credit, and financial systems oversight to improve the Department's use of tactical wireless network for use by Federal, 
| telecommunications systems. CSM ensures, State, and local law enforcement and public 


® Administering the laws pertainingto =——|_ through the exercise of program | groups 
customs, taxes, alcohol, tobacco, and =| management authority, that TREAS bureaus _ we 
firearms have access to a cost-effective, _ Federal agencies in the NCS Gap Analysis. 
| ee | technologically sound telecommunications —§ T} Nepartment is continuing the analysis 
@ Serving as the principal economic infrastructure so that bureaus may carry out | of gaps between the expectations of the 
advisor to the President their missions. ~ financial community and the capabilities of 


The TREAS CIO also serves as the telecommunuications 

s ee he : . ~~ | service providers. 
and monetary control as it pertains to Service (GITS) Board vice chairperson. In | 
the well-being of the Nation this capacity, the TREAS CIO is responsible 


TREAS SIGNIFICANT ACCOMPLISHMENTS 


Partnering with the Department of Defense (DOD), the Treasury Department's Financial Management Service (FMS) deployed a pilot 
program to test electronic payment of certain former paper-based check payment activities. Once the trial is fully operational, TREAS 
will electronically mail an estirnated 1,000 electronic checks making payments of up to $1 million a day to 50 DOD vendors. This pilot 
program is part of the FMS initiative to automate the payment of nearty 500 million paper checks it issues each year. | 


TREAS provided technical, budgetary, and leadership support for the development and use of an interoperable governmentwide Public 
Key infrastructure to permit electronic transactions over the intemet in a trusted environment. 


The Secret Service deployed a Web-enabled Counterfeit Checks Catalog for banks to register certain fraudulent activities (counterfeit 
corporate checks). After input by bank security officers, this database allows near-real-time access to information that previously took 
90+ days to access. This program, currently piloted in the Washington DC-Baltimore area, has made possible a number of arrests, 

essentially suppressing the problem in this particular metropolitan area. The Secret Service plans to expand this capability nationwide. 


NATIiLEOWNAL 
cOmMMUN TL CATIONS 
s¥Yrsteeétwm 


DEPARTMENT OF DEFENSE (DOD) 


responsibilities assigned by E.O. 12333, 
United States Intelligence Acuuines. 
December 4, 1981 


® Ensures that the Director, National 
support necessary to develop and 
maintain adequate plans for the security 
and protection of NS/EP 
’ — 


Executes the functions listed in Section 
(1) of E.O. 12472 


DOD 


TELECOMMUNECATIONS 
STAPF CROANIZATION 
DOD includes the Office of the Secretary of 


op Somme yan 


Assurance programs to ensure the tailoring 
of functions, skills, and resources required to 
provide effective protection for the 
D we erat 

The DOD is moving forward with a 
Public Key infrastructure (PKI) initiatrve 
that will be fully compliant with all major 


In June 1998 the DOD established the 
Defense—wide Information Assurance 
Program (DIAP). Acting under the 
direction of the Chief 
Information Officer, the DLAP will provide 


tnd ovenighto a DOD isomacon 


IGNIFICANT 


of June 1998, 33 new and 73 legacy SABI 

connection requirements existed within the 
DOD, with 39 of them directly engaged in 
the SABI process. 


\CCOMPLISHMENTS 


their missions. 


and directory 


DISA continues to make significant advances in bulicing an affordable and fully integrated, interoperable, global 
information transport utility. DISN awarded and implemented four major continental United States (CONUS) 
Contracts, setting the stage for a worldwide high-bandwidth transport capability. Coupled with DISA’s Common 
Operating Environment (COE), it will directly support the DOD “warfighter,” disaster 
missions. The DISN COE will provide secure and unsecured vice data, electronic mail, video 

imagery, services. in addition to the CONUS segment, DISA is developing DISN 
the European and Pacific Theaters, including the global sphere of space, and is extending the DISN concept into 
the deployed arena. Worldwide DISN implementation will provide transport infrastructure to DOD locations around 
the world wherever depioyed warfighters and National Communications System disaster recovery teams perform 


recovery, and peacekeeping 
teleconferencing, 
in both 


DOD awarded the DIMS contract to Lockheed Martin, Manassas, Virginia, on May 1, 1995. It is an indefinite 


delivery/indefinite quantity contract providing the initial components and services for secure, reliable message 
services to the warfighter. 


DMS implementation is well under way with more than 80 operational sites commissioned. Global deployment is 
under way and autornated digital network closure for December 1999 is on track. There will be three DMS 
transition hubs to provide transiation and switching services post 2000 for a limited number of critical users. 


The DMS architecture matured to a flexible architecture that meets a range of enterprisewide security and 
message services. Tactical pilots are under way, and a viable capability will be available within the next 2 years. 


2 / 


DOJ SIGNIFICANT ACCOMPLISHMENTS 


DOJ provided one fulltime employee to meet the staffing support requirement for the Office of the Manager, NCS, as required 
by Executive Order 12472. 


TSS provided operational telecommunications services by managing, engineering, and operating the DOJ nationwide data 
telecommunications systems serving all DOJ via a new initiative, the Justice Consolidated Network, with US Sprint providing 
the service. 


DOJ participated in the NCS Vision Focus Team process. A senior staff member serves on each focus team. 


NPaTtiow’nat 
cOoOmMMmMUN Tt CATIONS 
syste mw 


DEPARTMENT OF THE INTERIOR (DOT) 


| implemented . 
communications network (DODNET) to 

_ support departmentwide admunustrative, 

_ bureau programs, and other agency needs. 

_ The network's architecture is based on cell 


handwidth requirements resulting trom 
Internet traffic routed through the network 
to east and west coast Internet exchanges. 
As shown below, ATM services will replace 
dedicated T1 backbone circuits herween the 


, and increased the availability 


DOI awarded a multivendor contract 
of narrowband radios in response to the 
National Telecommumnications and 
Information Admunustration-mandated 
10-year transition to narrowhand land mobile 
radio operanons. This contract, available to 


DO! SIGNIFICANT ACCOMPLISHMENTS 


| 
| 
| 


During the spring and summer of 1996, the DO! Bureau of Land Management provided rad’, frequency, ond call conenes ton b0 
interagency Fire Center at Boise, ID, to assist in extensive wildfire fighting activities in the Mexican states of Chiapas and Oaxaca. 
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UNITED STATES DEPARTMENT 
OF AGRICULTURE (USDA) 


domesne distnbunon of seed, livestack, 


poultry feed, ferulizer, and farm equipment. 


They also inchude managing lands and 

facilities use under USDA junsdiction and 
directing the rural fire control activines for 
national forests in coordinanan with local 
authonmes. USDA also inspects livestock, 


poultry, and other products to ensure food 
safety and wholesomeness. 


CURRENT /SHGOING 
ns /EP 
TELECOMPAUPANCATIONS 
ACTIVITHRS 

USDA continues to support the 
Government 


® Continues support for the Committee of _ 


PrincipalsACouncil of Representatives 
and the Presadent’s Nancnal Secunty 
Telecommunmicanons Advisory 
Commuttee 


® Participates mm thy: Shared Resources 
High Frequenc. Radio Program, 
Comrnurucanons Resource information 
Shanng Inimatrve, Federal 
Telecommunicanons Standards 
Commuttee, and Federal Wireless Users 
Forum 


B Supports the Deparmmenr af Sxate 
Daplomanc Telecommumnacanons 
Service 


® Participates in and represents the 
USDA on Cellular Prony Access 
Wireless Users Group, and other 
working groups as necessary 


The Forest Service (FS) and the 
Anumal and Plant Health Inspecnon Service 
actively pursued developung shared radio 
system capabulines with the Department at 
the Intenor (DOT) bureaus. Currently, there 
is a jount desagn effort for PS and the DOI 
Bureau of Land Management to share 
communicanons tactlines m the entre 
southern halt of Colorado. 


USDA SIGNIFICANT ACCOMPLISHMENTS 


| During the spring and summer of 1998, USDA FS provided resources from the interagency Fire Center at Boise. ID. to assist 
iN extensive wikdfire fighting actvibes in the Mexican states of Cruapas and Oaxaca. 


as 


for a nabonal class held in Marana. AZ 


IY 
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support of State and bocal sdencthed crmcal 
funcnons. DOC has an emenging role im the 
nahonal infrastructure profechon program 
supporting the communacanons and 


fiscal vear 1999) a snecthed m Presidential 
Deceman Deecnwe 63, “Protecting 
Amenca’ Comcal infrastructures" More 
mbcrmanian on these programs » avauiatie 
and can be found at the DOIC Web nage 


wwe a gw 


Of QneTanoam Mans to suppam the crmica! 
DIO massan progroms and the DOIC abilin 
to COMtmat suppor at. remot iacataan 
USITYD CONTINQENC COMMUNICATIONS servos 
DOC AD & cocrdmanmy the agenc 
use ot Deters intormatan Svstem: Agenc 
COPRMUITUCATION setwices thal are 
transmonme tram ALTTODIN te Detense 
Message Sustem. the canatiim 
commmutucats NOAA IN'WS emergency 
weathe: miormamicn, such a tsumam: an’ 
hurncane and collect. wuather chwereanioms 


PEpEpees 1sSuEs 

To emhanoe NS/EP sere, DOC contmucs 
moveased ux ot al Namonal 
(Commamucanon System (NCS) sumpar 
seTwicne fwograms uc. Nanonal Coordmating 
(Center tor Telecommurucatians. 
Tetecormmunicatiam Serio Puarm 
Sestem Gowemmenr: Emergenc 
Tetecommnumcanom Semwice Sharec 
Resources High Pregquenc Radio Program 
(omamumacatiom Kesource intormanar 
Shanme anc bmergency Keapomee Link 
DIO serwes a the bead Governmen: agen 


| impaementing alternatrve Communicaticn 


with an meres m clude 
Prom Acoss Sernmoe DOC » commmuing 


 egpans mm ue of these servis aw more 


remors and lacamoms are grven acors and m 
the NCS smmegx plan expands DOC 
imvolwemen m more resmone roles, Cost 
and human resowror factor comtmur to he 
kev Gowen tor agen: parncpanen Lark 
Program mvotvemen ft the agency» 
Ceaenma to Program aucoes m the 


DOQ/ADM ss ampemencing contmamy «= Gowermmen¢wade arena. 


—VUnaed States Frege Commeraa Senne eiadQUaTes addad Teme Nae Tate Wn er Tore ae ee 
networks via the DTS for commurscating commercal trade imiormation anc emai SuNDOrING mem@hona Commerce 


| NOAA/ADM acided frame reiay network services to ther domesic network and set up Network Comic! Centers Ip aliow response 
SUDO" and alarm monlionng the new internet Protocol (IP) communications capatlity aliows more robust commurucations with the 
five operating urvts for the transfer of information between mayor Gata centers 


NOAANWS completed the Doppler radar system daployment as an efiectve wasthe micrmaton gatherng platlorm anc witin the 


wind profiler program. 


NOAANWS enplemented new IP message services to enhance the communications of wealer miornahon products between 


Cees 


COMpUING Centers and regonal cUSIOMerS using the Imemer 


SE 


DOC SIGNIFICANT ACCOMPLISHMENTS (CONTINUED) 
yd 


| NOAA/Nationai Environmental Satellite Data ano information Service (NESDIS) implemented a digital upgrade to the search and 
rescue satellite data network to enhance the collection and reporting of emergency messages; the new capability allows Global 
Positioning System data to further pinpoint the source of emergency alarm signais from distressed ship, plane, or terrestrial vehicies. 


NOAA/NESDIS placed into operation the newest Geosiationary Operational Environmental Satellite (GOES) three-axis positioning 
weather satellite for gathering imagery information used in wamings and forecast messages seni to domestic and international 
bandwidth and data storage. 


DOC/ADM added additional 10-Megabits-per-second services links to the DOCnet network to expand communications between major 
data centers and information system users; this capability expands intemet access to Commerce “Homepage”, as weil as access to 
bureau-provided data services, i.e., National Trade Database, FedSyms, and FedWorid. 


The Economic and Statistics Administration/Census Bureau enhanced its domestic network to frame relay services to provide more 
efficient communications between its collection and processing piatiorms; this capability supports multiple census for economic, labor, 


NATIONAL 
cOMMUNICATIiUON § 
syYstTeéwW 


DEPARTMENT OF HEALTH AND 
HUMAN SERVICES (DHHS) 


— 


agencies have graciously made frequencies 
available tor National Disaster Medical System 
(NDMS) use. DHHS increased the number of 
portable repeaters to heiter support disasters 
affecting a wide area or multiple simultaneous 


DHHS continues to utilize and expand its ultra. | Search and Rescue Teams, which share a 
high frequency modulation radio assets. Other | repeater frequency pair with NDMS. 


DHHS SIGNIFICANT ACCOMPLISHMENTS 


During fiscal year (FY) 1998, DHHS relocated its high frequency (HF) radio station to new office space and expanded access to the 
_ Station via telephone-ine remote control. The new equipment permits the use of Automattic Link Esteblishment, which DHHS tested 
__ with other Shared Mesources (SHARES) HF stations. 


"During the New York ice storm (January 1998), DHHS utilized SHARES stations in the affecte:, area to aid in coordinating 
telecommurications resources. 


| NOMS is indebted to amateur radio operators for their assistance in disaster communications. Many of the Disaster Medical 
_ from thew amateu radio expenence. Dunng hurncane deployments, the “Hurricane Watch Nef” provides invaluable information about 
__ humcane conditions and damage. 


DHHS utilized SHARES stations during the New York ice storm in FY 1998. 
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Advisory 
(NSTAC) and NCS initiatives reloned us 
information assurance and critical 
infrastructure protection. The COR 
member particimtes in NSTAC’s Operations 
Support Group and the National 
Coordinating Center for 
Telecommunications (NOC) Vision- 
Operations Subgroup. A DOT member 
serves on the Telecommunications Service 
Priority (TSP) System Oversight 


(FAA), me Administration 


Emergency 
_ Planning for this network began last year, 


and it now consists of seven high frequency 


(HF) radio stations located in Puerto Rico, 
the Virgin Islands, Atlanta, GA, and 


TCC was fully operational and restored 75 
percent of the USOG's communications 
system mussion capabilities before FEMA 
Emergency Support Function One relief 
resources arrived. During the telephone 
strike in Puerto Rico, summer 1998, the 
TCC deployed to San Juan as a contingency 
in the event of telephone circuit disruptions 
affecting critical USOG missions. In 
era anne te 
TCC participated in exercises like Exercise 


. 
on emg 7 ee Pr rama 
a mobile communications van for use by the 
teams with all-band communications 


Resources (SHARES) HF radio exercises 
and continues to be an active member of the 
SHARES working group. In addition to the 
SHARES exercises, FAA conducts quarterly 
FAA-wide exercises of its internal HF radio 
network. 
con? icted joint exercises with the U.S. 
Navy's Pacific fleet. Exercises BELL BUOY 
98 and RIMPAC 98 tested communications 
between the Navy and more 
than 100 U.S.-flag merchant ships. 
FHWA conducted comprehensive 
training for 60 percent of its field units. The 


training program contains eight elements 
reecke 


card to 747 peovke rough fal yar 1998 


DOT SIGNIFICANT ACCOMPLISHMENTS 


FHWA enhanced its emergency preparedness program through the publication of a policy and guidance document that integrates NS/EP actvites 
agencywide. With the deployment of satellite telephones to 25 State offices, 9 regonai offices, and 3 Federal iand regons, FHWA greatly improved its 
communications readiness. FHWA will supply the remaining field offices with similar equipment during fiscal year 1999. Although HF radio remains a 
crivcal componeni, FHWA designated satellite as the pnmary communications method for emergency communications. 


FAA's Emergency Voice Communications System (EVCS) provides contingency 
Operations Centers in the event of an outage or congestion in the public switched network. EVCS is undergoing enhancements to integrate the 
rcbustness of the Federal Telecommunications System 2000 network architecture and TSP System. 


telecommunicatons sarvices for FAA Headquarters and Regional 


FAA developed a Tr-Level Emergency Command and Control concept utilizing GETS, HF radio, and an emergency satellite network. FAA fielded 
| portable and fixed satelite telephone termuna.s to key FAA taciithes and established a bimonthly FAA-wide exercise program. 


| The USCG developed an operational requirements document to modernize the National Distress System (NDS) over the next 2 to 5 years. USCG is 


expecting the release of a request for proposals in 1998. The NDS will support shore-based receipt of very high frequency emergency communications 
between the boating public and the Coast Guard and provide local command and contro! communications. 


The USCG procured $460,000 in handheld radios and $450,000 in mobile shipboard radios to support local emergency response operations and ail 


_ other USCG missions. These radios are Project 25 complant and capable of the digital encryption standard and digital encryption standard XL. 
ensunng that they are interoperable with other response agencies Communications systems. 


oi 
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DEPARTMENT OF ENERGY (DOE) 


DOE's Pirtsburgh Naval Reactors 
Office (PNRO) Secure Wide Area Network 
uses 28 dedicated lines. Starting chis year 
and continuing for 2 to 3 years, PNRO plans 
to migrate to a network based on 
Asynchronous Transfer Mode using KG-75 


personnel. PNRO also installed a new Tele- 


imaging System. 
PNRO uses a 9.6 kilobit Switched 


System. 
PNRO videoconference network 


(MCU) are found a Beers. Piruburgh and 
DOE's Knolls Atomic Power Laboratory that 
can support up to 8 sites (or multiples 
thereof) through | MCU or up to 14 sites 
when the 2 MCUs cascade together. 
Nonsecure videoconference capability also 
exists through the AT&T Federal 


alarm responses. The LLNL stafts the 
dispatch center on a 24-hour basis and is not 
expected to see a significant impact by the 
added task. 


ACCOMPLISHMENTS 


a SIGNIFICANT 


DOE's idaho National Engineering and Environmental 


(NEL) 


Laboratory completed consolidation activites of ts Chemical Processing Plant Fire 
Protection inspection, testing, and maintenance program. The Life Safety Systems uni increased is scope of activites without increasing &s staff. 
DOE developed new preventive maintenancs procedures for systems laciung less than satisfactory inspections or testing. 


INEL instaited 6 new videoconferencing room systems, 3 traning podiums, and a mullticontrol unit. The laboratory now has 9 video conferencing 


systems sitewide with the capabady of providing multipoint conferencing to other sites as well as INEL. The deployment of this equipment fully supports 
castance learnsng and decreases travel requirements. 


(NEL upgraded its voice mai capability. System mail ports expanded from 64 to 80 and mailboxes increased trom 4,500 to 5.500. 


INEL is installing Synchronous Optical Network (SONET) nodes throughout the communications network. The installation of nodes for the Argonne 
Natonal Laboratory-West and Naval Reactor Facility campuses wil complete INEL's SONET Node deployment. 


INEL installed Mendian Opton 81-C processors on the telephone system's major hub switches. These upgrades increase call processing capabilities 
for INEL's telephone community (over 10,000 stations) serviced by 14 distributed private branch exchanges. 


Capabilities for critcal facilities and sites. 


DOE's Richiand site installed a new enhanced °911" center. It provides °911" dispatch, enhanced communications, and primary alarm processing 


DOE inctalied 5 video docking units (VDU) in the PNRO Emergency Contro! Centers (ECC). VDUs, when used with a camcorder, provide the capability 
of taking a real time “snapshot that is sent to a remote ECC where the recenming VDU decrypts the information for evaluation and analysis. 


DOE's Oakdand Operations Office (OAK) entered into an interagency Parnershup Agreement with the Food and Drug Admunistration (FDA) for shared 
satelite downlink services. Under this agreement, the FDA will provide OAK shared access to commercial satellite TV broadcast service. 


DOE's LLNIL radio paging system upgraded to add a new site in Berkeley, CA The site links to Livermore over microwave and is part of the LLNL wide- 
area adrmurustrative one-way aiphanumenc communications, including transrression of fire dapartment computer-aided dispatch messages. 


DOE's Savannah River Site implemented its Diverse Alternative Routing inihatve. This infhabve provides true alternative routing of offsite telephone 
Additionally, this initiative resulted m cost savings of $985,000. 


This year Bonneville Power Adrunistration (BPA) developed and provided training to all employees on the defense of information to counter espronage: 
purchased and began implementation of full function firewall software on BPA adrrerustrative computer networks: drafted a corporate information 
Protection Plan for the new BPA organization of separated business lines, and developed an automated process for performing annual security 
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SECURE TELEPHONES AVAILABLE 
=~ POR VA NS/EP 
_ VA placed 83 Secure Telephone Units-Third 
Management Strategic _ Generation (STU-III) at strategic VA 
Health Group, located at the VA Medical —_ locations in support of VA's emergency 


Center in Martinsburg, WV, purchased 5 _ support functions. These units provide a 
American Mobile Satellite Corporation _ capability to pass secure information within 
SkyCell portable satellite telephone _ VA and between VA and other Federal 
terminals. These terminals are available for | organizations involved in NS/EP operations. 
deployment to crisis or disaster areas | In addition to testing normal secure 
whenever needed. VA tested this new _ telephone exchanges, VA tests each STU-III 
capability, and it proved very useful in _ monthly with another VA STU-III or other 
establishing emergency communications _ Government STU-III to ensure proper 
during the 1996 Olympic Games in Atlanta, | 

Georgia. 


capability w all VA facilites in the _ VA AMATEUR RADIO SERVICES 
Alaska, Hawaii, and the Philippines. SITUATIONS : VANTS provides VA facilities with 400 
Individual VA local area networks connect VA authorizes its medical centers to use on- | _ ports for voice conferencing and a video 
to the IDCU by means of routers. VA campus amateur radio equipment for __ bridge that provides T-1/Integrated Services 
medical centers are installing and using therapeutic purposes in veterans’ health care | Digital Network connectivity and has ports 
fame relay high-speed communications for programs. VA also authorizes the use of the on Federal Telecommunications System 
telemedicine applications and other traffic amateur radio facilities during emergency 2000 networks A and B and on commercial 
related to medical center operations. VA situations. Amateur radio communication —_Bell Atlantic networks. VA uses this 
benefit operations are using frame relay to CN supplement other emergency radio __ capability extensively for 
cond venesane cleien check infcomation w facilities during crises and emergencies. VA | among VA personnel and with non-VA 
the Austin Ausomation Censer for amateur radio operators conduct annual | facilities, including educational institutions, 
their operational capabilities. __ teleconferencing system is an additional 
communication medium that expands the 
| VANSSEP inventory. 
ar ] 
Veterans integrate ~ VA's VISN 21 established the Sierra Pacific Network Emergency Communication System (SPNECS), 
Service Network 21 which provides emergency communication to ail its medical centers and clinics in northern Calitomia | 
(VISN 21) Wireiess and the Reno, Nevada, area. SPNECS uses wireless communication services provided by Nextel and | 
Communications communication instruments made by Motorola. The communication instruments provide hi | 
System digital cellular, dispatch, text, and voice messaging over a system of cellular sites. in the dispatch | 
mode, calls can be made in a group mode similar to two-way radio communications, but at distances 
limited only by the location of cellular sites. Unlike two-way radio but like a telephone, the dispatch 


mode also provides one-to-one communications (private calls). 
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CENTRAL INTELLIGENCE AGENCY (CIA) 


CURRENT / ONGOING 


NS /EP 
ACTIVITHES 


® Continued support to the Office of the 


of the CIA is to ensure the secure flow of Director of Administration, operates, 
all-source foreign intelligence information manages, and maintains the CLA’s ® Active participation in the National 


SIGNIFICANT ACCOMPLISHMENTS 


Continued to develop a cadre of professional personnel prepared to meet operational, technical, and system management 
requirements of modem telecommunications and automated information systems. 


Provided enhanced telecommunications services between the CIA and the U.S. military services. 
Continued to expand CiA-wide participation in NS/EP GETS activities. 


Deployed a pilot interoperable messaging application using Defense Message System release 1.1 within the intelligence Community. 
Subsequent releases are scheduled that will permit secure, reliable telecommunications and information services between CIA and 
other Government agencies. 
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FEDERAL EMERGENCY MANAGEMENT 


AGENCY (FEMA) 
fo 


FEMA's mission is to reduce the loss of life 
and property and protect U.S. institutions 
from all hazards by leading and supporting 
the Nation in a comprehensive, risk-based 
emergency Management program of 
recovery. 


CURRENT /ONGOING 
nes /EP 


TELECOMMUNICATIONS 

ACTIVITIES 

In Fiscal Year (FY) 1998, FEMA finished its 

Fiscal Year 1999 Annual Performance Plan. 

The Performance Plan supports the Agency's 

Five-Year Strategic Plan. The Strategic Plan 

has three major goals: 

® Protect lives and prevent the loss of 
property from all hazards 


® Reduce human suffering and enhance 
the recovery of communities after 
disaster strikes 


® Ensure that FEMA serves the public in 
a timely and cost effective manner 


FEMA continued its development and 
coordination of its all-hazards disaster 
programs among Federal departments and 
agencies, State and local governments, 
national associations, such as the National 


Emergency Management Association, 
volunteer organizations, and the private 


| sector. This activity sustained a 


comprehensive national mitigation, 
preparedness, response, and recovery, all- 
hazards emergency management capability. 
FEMA continues to adhere to the 
requirements of the Stafford Act, National 
Security Decision Directive 97, and 
Executive Orders 12472 and 12656. 

FEMA continued to administer the 
Federal Response Plan and responded to 
70 Presidentially declared disasters. FEMA 
deployed fixed and mobile information 
system assets to provide rapid emergency 
telecommunications and other information 
systems support to disaster locations, such as 
disaster field offices (DIF). 

Development and testing of the 
National Emergency Management 
Information System (NEMIS) continued 
with emphasis focusing on preparations to 

test and deploy NEMIS 

(Version 1). NEMIS is an evolving _ 
agencywide 


and applications software assets that will 
provide FEMA and its partners with a new 
technology base for managing disaster 


| assistance operations and associated 
| ode ! 


NEMIS (Version 1) consists of the 
Emergency Coordination, Emergency 
Support, Human Services, Infrastructure 
Support, and Mitigation, and NEMIS- Wide 
Core Technologies modules. 

FEMA designed NEMIS to provide 
state-of-the-art automated systems capability 
to administer the Agency's disaster response, 
recovery, and mitigation activities. The 

implementation of NEMIS will allow FEMA 
to provide timely and effective emergency 
services to the victims of disasters, and 
enable State and local governments to carry 
out their emergency management missions 
in a more effective manner. 

FEMA and its headquarters, the 
Information Technology Services 
Directorate, Geographic Information System 
(GIS), and the Software Development Team 
provide GIS maps and spatial analysis, storm 
tracking, and execution of predictive models. 
These services support FEMA senior 
management, Emergency Support Function 
representatives at FEMA Headquarters, and 
emergency managers at DFOs. The GIS 
Team also provides on-site technical 
assistance at DFOs, including a deployable 
GIS suite, map production, and training. 

FEMA's homepage continues to be very 
popular with as many as 4.5 million accesses 
during any one-week period. Government 
Executive named FEMA's Web site “The Best 
Fed. On the Web,” and FEMA enhanced 
and added “FEMA for Kids” and “Breaking 
News” to its Web site in FY 1998. 


FEMA responded to 70 Presidentially deciared disasters during FY 1996 including forest fires in Florida. 


> 
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UNITED STATES INFORMATION 
AGENCY (USIA) 


The entire staff is available to operate the 


USIA SIGNIFICANT ACCOMPLISHMENTS 


Under the Digital Broadcasting Provect. VOA ts upgrading and modemuzing its workdwade broadcast infrastructure. 


USIA has been conducting testing to evaluate very small aperture termnal satellite telecommunications technology's ability to meet the 
Agency's programmatic and operational requirements. The pilot program, known as US!S 2000, provided high-speed data/file transter, 
internet access, Washington dial tone for voice and facsimile, e-mail, data security via data encryption standard, and desktop 
videoconferencing. The pilot was a huge success providing First World communications efficiency to our posts in Third World 
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THE JOINT STAFF (JS) 


community, conceptualizes future C4 systems — | | seumenidatdreMiebientieniitien 


| Refer to Department of Defense (DOD) 


and recommendations on C4 matters to the eet ne ont > rane PENDING ISSUES 


Chairman of the Joint Chiefs of Staffandto | Technology, and C4 Systems), and | : 

the Joint Chiefs of Staff, as directed by the | appropriate subordinate divisions. The mepmenenen 
Chairman. The }-6 develops policy and Director is also the Chairman of the Military yg gageegemecaasy 
oes Wa ae: ACCOMPLISHMENTS 
systems, and ensures adequate C4 support to | (MCEB). Each military department | . 

the Commanders in Chief, National have approximately equal representation by | Rates co DOD ection. 
Command Authorities, and all joint rank, number, and importance of billets | 

warfighters for joint and combined military throughout the directorate. The Director 

operations. The }-6 leads the C4 | and Vice Director for C4 Systems will be | 


exhibit 4-2 
COMMAND, CONTROL, COMMUNICATIONS. 
AND COMPUTER SYSTEMS DIRECTORATE 


US MCEB 


Division (J6T) (J6S) enero 
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GENERAL SERVICES ADMINISTRATION (GSA) 


- QURRENT / ONGOING itinerant 
| NS /EP support, and wire and cable. 
ACTIVITIES > Caer aes 
GSA FTS expanded to provide afl an Communications System (NCS) by 
of network services and information providing one full time employee to the 
technology solutions and stands seady 60 — eearnereene 5H 
meet the current and future needs of the elecommunications as Deputy 


Federal Government with a world of 7 


services are also available to State and local 
governments with the sponsorship of a Coordinators when required. 
-—- > non “oe with the NCS 
: 3 ye vm ee Poe 
STAPF ' a Awarded contracts for international os red 


27SA NS EP TELECOMMUNICATIONS ACCOMPLISHMENTS 


GSA FTS offers end-to-end solutions in telecommunications products and services available under its Technical and Management 
Support (TMS) contract and the Telecommunications Support Contract 2 (TSC2). TMS’ and TSC2’s comprehensive technical support 
to NS/EP needs spans 6 functional areas: telecommunications planning; analytical support services; design and engineering support; 
acquisition support; installation, integration and implementation; and operations and maintenance support. 


The Federal Wireless Telecommunications Services contract provides nationwide wireless voice and data telecommunications sen’ ¢ 
and equipment to the Federal Government. 


GSA FTS provides a full range of contracts relating to electronic commerce, internet, and electronic mail access services. 


The GSA FTS, OfS provides a broad range of technical system security services to meet the emerging technology needs for classified 
and sensitive applications for all Federal departments and agencies, State and local governments, and government contractors. 


GSA collocated its alternate FTS Emergency Response Center with the NCS, NCC relocation center and the Federal Emergency 
Management Agency (FEMA) National Network Operations Center, located at FEMA's Mt. Weather location. 
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NATIONAL AERONAUTICS AND SPACE 
ADMINISTRATION (NASA) 


The NASA Administrator shall ( 


Director, Space Operations Management 
to | Office (SOMO) serves as the functional 


pursuant . | 
Executive Order 12656) coordinate with the | manager for agencywide space operations 
of Defense to for use, | communications. 
Secretary prepare — eo _— 
technologically advanced aerospace and Flight Center, located in Huntsville, 
responsibility for the operation of NASA's 


Search and Rescue and the Department of 
Defense General Officers Steering 
Committee on Mobile Satellite Services. 


NISN supported both critcal communication services and day-to-day administrative and scientific 
appkcatons withun the and with Intemational Space Partners. 


TDRSS is a constellation of Satemnes aimost 
a geostationary providing uninterrupted communications with 


Network and radio 
Deep Space supports deep space interplanetary, high-Earth orbiting spacecraft. 


| 


NREN is NASA's component to the Next Generation intemet initiative. NREN is a test bed for developing 


Intemet technologses. apphcabons. and networtang tools. 


NASA SIGNIFICANT ACCOMPLISHMENTS 


Completed the consoldatior of four previously autonomous networks under one management structure (NISN) | 


Increased capacity and survivability of NASA networking capabilities with Russian space partners in preparation for the Intemational Space Station era. | 


Formed technology and strategic partnerships with the Next Generation internet initiative under the Presidential Advisory Committee on High 
Performance Computing and Communications, information Technology, and the Next Generation internet. 


Consolidated all space operations and communications support activites under a single prime contract to assure more effective coordination in alll : 
NASA's space activities. NASA will award the contract toward the end of fiscal year 1998. 


bb 
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«wea NUCLEAR REGULATORY COMMISSION (NRC) 


Ww) 


NRC SIGNIFICANT 


power plant in Ohio resulting in a loss of 
offsite power and loss of most plant 
telecommunications systems. The NRC is 
particularly interested in expanding the 
ERLink program to State and local 
governments. 

During the past year, NCS initiated an 
effort to define the “gap” between the 
Government's requirements for NS/EP 
communications and industry's ability to fill 
in the early phases of the “Gap Analysis.” 

i evaluation 


ACCOMPLISHMENTS 


NIC incorporated the use of ERLink in four nuclear power plant emergency drills to transfer information including status summaries 


and press releases. 


NAC used ERLink during the tornado event at the Davis-Besse nuclear power plant. 


NAC participated in the NCS “Gap Analysis” interagency task group that defined the analysis methodology and evaluation. 


NAC was the pilot agency selected for the NCS “Gap Analysis” program. This entailed interviews with headquarters and regional staff 
at ail levels of NRC conceming the agency's NS/EP mission and the telecommunications needs necessary to implement this mission. 
in addition, site visits were made to two nuclear power plant sites where the telecommunications environments of the utility and the 


local service providers were analyzed. 


NATIONAL TELECOMMUNICATIONS AND 
INFORMATION ADMINISTRATION (NTIA) 


continues to develop, field, and maintain 


Joint Spectrum Management 
Windows, Versions 2.2 and 3.0 


@ Completed the review of all spectrum- 


dependent systems slated for use mn 
support of a national emergency 

declared under Section 706 of the 
Communications Act of 1934, as 


amended, and validated the associated 


Telecommunications Service Priority 


sae: 


- 


for Radiocommurucations for each 
frequency or frequency hand that each 
system woud use; updated the 
electronx database of these systems and 


Completed review and coordinanon of 
over 400 data fields proposed for 
inclusion in the NTLA/OSM Data 
Dictionary for use by all Federal 


spectrum managers 


Awarded a contract for digitizing 
documents pertaining to the 


Interdepartment Radio Advisory 
Committee (IRAC) 


Completed arrangements for locating a 
redundant workstation at the NTIA 
emergency relocation site to provide an 
alternate capability for storing and 
retneving Federa! spectrum 
management datahases in the event use 
of the primary site work station is lost 


In addition, the NTIA/OSM — 


Participated in National Emergency 
Management Team Communucations 
Functional Group activities 


Parncipated in Government Emergency 
Telecommunucanons Service (GETS) 
User Council activities and provided 
GETS user authorizations to new NTLA 


emergency essential personne! 


Partcypated in the President's National 
Secunty Telecommumnicanons Advisory 
Commyrree activites such as those af 
the Nanonal Coordinating Center for 
Telecommunications (NOC) Vision- 
Operanons Subgroup of the Operanons 
Support Group 


Participated in National 
Communications System (NCS) 
Committee of Principals (OOP) and 
Council of Representatives activities 


Participate © a NCS Shared Resources 
High Freq. cy Coordination Network 
Interoperability Working Group 
activities 


Participated in the National Science 
and Technology Council's Crirical 
Information Protection Research and 
Development Interagency Working 
Group activities 


SIGNIFICANT ACCOMPLISHMENTS 


Published a revision of the NTIA Continuity of Operations Pian that delineates essential functions along with the resources required to 


accomplish them. 


Conducted monthly training classes for Federal spectrum managers in use of the Joint Spectrum Management System for Windows. 


@ revision of the NTIA 


Readiness Pian for Use of the Radio Spectrum, Parts |-V, and coordinated @ with the 


IRAC and NCS COP members prior to forwarding it for approval to the Director, Office of Science and Technology Policy, in the 


Executive Office of the President. 


Actively participated in developing the first-ever NCC intrusion Inadent Reporting Critena and Format Guxdelines as well as the NCC 
Standard Operating Procedure now in use by the Network Security Indications, Assessment, and Warning Center pilot program. 
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NATIONAL SECURITY AGENCY (NSA) 


dedicated specifically to NS/EP are limited 
_ inscope. 


USPS SIGNIFICANT ACCOMPLISHMENTS 


During fiscal year (FY) 1998, the USPS instituted the Associate Office infrastructure program to support the national deployment of the 
Point of Service (POS1) systems. A Central Management Facility opened in Raleigh, NC, to provide a full range of support and remote 
management services for Novell and NT sczvers. The USPS plans to implement this standard service suite at more than 8,000 USPS 
retail locations by the end of FY 1999. The Postal Service maintains the world’s largest Netware Directory Structure. 


Throughout FY 1998, USPS integrated services from the Managed Network Service (MNS) contract. MCI, the pnme contractor, 
opened and staffed a Network Operations Center in Research Triangle Park, NC, to provide 24 X 7 natwork management and support. 
USPS implemented a standard infrastructure in more than 4,000 locations in FY 1998 through this contract, providing network access 
for POS1 and other deployed systems. The MNS contract provides a standardized suite of network access, service provisioning and 
performance standards, all network equipment, management tools and personnel, and commercial services required. 


The Postal Service also began deploying very small aperture terminal (VSAT) satellite transceiver systems during FY 1998, to support 
the Point of Sale deployment in smail offices on a national basis. VSAT services are provided through a modification to the MNS 
contract. GE Spacenet provides the VSAT hardware, installation, and space segment services. USPS anticipates installing these 
VSAT systems and services at up to 15,000 Postal Service facilities nationwide. in the event of a disruption in terrestrial 
communications, VSAT systems may deploy on an emergency basis to provide essential business ‘slecommunications. 


USPS awarded the contract for Delivery Confirmation to Lockheed Martin Federal Systems and began deployment during FY 1998. 
Used for the scanning and entry of bar-coded product tracking data, this program will provide handheid Mobile Data Collection Devices 
to an estimated 250,000+ mai carners in more than 30,000 facilities nationally. Deployment of these devices is complete in 
approximately 1/3 of the USPS ‘acilities, with the remainder of the deployment to occur in FY 1999. 

The Postal Service awarded the Mid-Range Computing Piatiorm contract to SUN Microsystems. These high performance processors 
will run UNIX operating systems and provide the computing needs of the USPS Performance Cluster infrastructure. USPS anticipates 
deployment of these systems during FY 1999. 


Dunne this year, soegpeecemn ermmecneRpetmtentententantiatatieantnt tae 
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The Postal Service is also aggressively addressing the Year 2000 (Y2K) problem. USPS ¢ sated a management team whose sole 
focus and responsibility is researching, testing, and certifying existing data computing applications, systems, and architectures for 
Y2K-compliance. 


During FY 1998, the Postal Service updated the USPS infrastructure Tool Kit and the Postal Computing Environment Handbook as the 
basis for the USPS information Technology architecture. These documents prove a standardized technical architecture that defines 
the evolving computing and telecomrmunications infrastructure requires =. 12K and beyond. This architecture follows a utility company 
model to focus on the infrastructure required to deliver a standard suite of services to all users located in field facilities. 
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FEDERAL RESERVE BOARD (FRB) 


_ The FRB also continues to sponsor the 

_ Government Emergency 
Telecommunications Service (GETS) for 
essential Federal Reserve Bank services. 


own or lease the Federal Reserve Syuce'’s 


FRB SIGNIFICANT ACCOMPLISHMENTS 


_ The FRB focused its NS/EP activities on its sponsorship role for assigning TSP status, primarily at restoration level four, to esseniic’ 
_ telecommunications services under criteria it adopted in 1993. By the end of this fiscal year, the FRB will have sponsored 753 active 


_ TSP assignments. 


_ The FRB continued to sponsor a TSP assignment for circuits used for Fedwire funds transter and securities transfer services, including 
access circuits to the Fedwire network from depository 1 ..titutions that engage in large-dollar Fedwire transactions. 


The FRB is sponsonng TSP essignments for circuits used by other payment systems (¢.9., The Society for Worldwide interbank 
Financial Telecommunications) that meet FRB's eligi dility cntena. 


The FRB is implementing GETS across the Federal Reserve Syste to support communications within the Federal Reserve System 
_ and with depository institutions in the event of a disaster or commu _ations disruption. 


Much of what the FOC does will either 
directly or indirectly affect the NS/EP 
telecommunications activities of other 
Government departments and agencies. 
Some actiuns the FOC has taken during 
fiscal year 1998 are summarized below. 


B® Appointed Commissioner Michzel 
Powell to be the FOC’s Defense 
Soesied 


@ Began a series of initiatives on the year 


2000 computer date issue 
PUBLIC SAFETY 


@ Adopted rules for licensing the largest 


block of public safety spectrum ever 
allocated at one time 


B initiated a proceeding to promote the 


deployment of new and advanced 
telecommunucations 


services 


® Held an en banc hearing regarding 
bandwidth issues in the “last mile” of 
the Nation's telecommunications 
infrastructure 


standards to allow 24 stations in the top | 
10 markets to transmit digital television 
by November |, 1998 


| @ Dealt with the digital television | 
allotments and potential interference to | 


medical telemetry devices 


of FOC rules. This will eliminate or 


| ® Began implementing a Universal 


Licensing System to eventually handle 
the licensing of wireless radio systems 


| @ Allowed the public to file comments 


and pleadings electronically via the 
Internet in many rulemaking 
proceedings 


ts Issued forfeitures to Fletcher Companies 
($5.7 million) and All American 
Telephone ($1.04 million) for the 
unauthonzed changing of a subscriber's 


© Reviewed the industry's video 


programming rating system and found it 
to be acceptable 


ts Established technical requirements to 
. Conducted a biennial regulatory review 


® Implemented FOC's new nules on 


enable blocking of video programming 


Children’s Television. Rules guarantee 
at least 3 hours of educatio..al television 
every week for every television station 
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NCS RELATED ACRONYMS 
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Command, Control, Communications, 
and Intelligence 
Command, Control, Communications, 
and Computers 

Civil Communications Planning 
Committee 

Call Completion to a Portable Number 
Central Intelligence Agency 

Chief Information Officer 

Critical Infrastructure Working Group 
Common Operating Environment 
Continental United States 
Committee of Principals 
Council of Representatives 


Be 


E-Mail 


goqaE™ 2mRAERE 


lIG 
IMT-2000 
INEL 


INFOSEC 
INS 


IRAC 


ISDN 


ISPG 


Js 


Kbit/s 


Indications, Assessment, 

and Warning 

Integration Contra2tor 

Integrated Data Communications 
Utility 

Industry Executive Subcommittee 
Information Infrastructure Group 
Individual Mobilization Augmentee 
International Mobile 
Telecommunications-2000 

Idaho National Engineering and 
Environmental Laboratory 
Information Security 
Immigration and Naturalization 
Service 

Initial Operational Capability 
Internet Protocol 

Internet Protocol Next Generation 
Interdepartment Radio Advisory 
Committee 

Integrated Services Digital 
Network 

Internet Society 

Information Security Policy Group 
International Trade 
Administration 

International Telecommunication 
Union 

ITU Telecommunication 
Standardization Sector 
Interexchange Carrier 


Command, Control, Communications, 
and Computer Systems Directorate 

of the Joint Staff 

Joint Staff 


kilobits-per-second 
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NASA 


NSTAC 
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UAV 


a BRP 


Tracking and Data Relay Satellite 
System 

Training, Exercise, and Regional 
Support 
Telecommunications Electric Service 
Priority 

Telecommunications Industry 
Association 
Technical and Management Support 
Department of the Treasury 
Telecommunications Support 
Contract 2 
Telecommunications Service Priority 
Telecommunications Services Staff 


Unmanned Aerial Vehicle 
United States 

United States Coast Guard 
United States Department 

of Agriculture 

United States Information Agency 
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Coupled with the growina 

interdependence of the Natior 

critical infrastructures 

created anew 

Strategic and business | - 

environment. Within «a 

this environment, the An 

NCS investigates ie ae 
- ew NS/EP io . 
itecommunic ations 


= RoRerenent focuses 
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